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Introduction

In recent years, we have seen the rapid growth in “over the top” 
communications services; services which are delivered over 
communications networks without the involvement of the 
network operator. It is not, however, clear that the EU regulatory 
regime for communications applies to such services.

This theme report examines briefly the reasoning behind the 
existence of regulation of communications, identifying two main 
objectives — effecting market liberalisation, and protecting the 
interests of consumers where market forces alone would be 
insufficient.

Since over the top services have not developed in a climate of 
statutory or state monopoly,  there is little call for regulation as a 
tool of liberalisation. However, there are arguments both for and 
against regulation for the protection of consumers’ interests.  Since 
over the top services are increasing replacing traditional services, 
an outcome-based approach to regulation demands that 
regulation should apply irrespective of the means of service 
provision. As over the top services present the possibility of much 
the same harms as traditional services,  consumer interests would 
not be protected adequately if regulation did not extend to cover 
them.

Conversely, some over the top services are fundamentally 
different to traditional services,  being little more than software 
clients — traditional regulatory approaches would be 
inappropriate. As regulation imposes cost, and over the top 
services are not dependent on the service provider being 
domiciled in the country in which the services are to be received, 
if regulations are too stringent,  service providers will be forced 
outside Europe, and yet the services will still be available to users 
within the EU — member states would suffer from potential loss 
of revenue, without any increased protection for users. Lastly, the 
over the top nature of the services makes enforcement of 
regulations very difficult; unless member states are willing to 
require the blocking of services which do not comply with EU 
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regulations, any attempt to impose regulation on over the top 
services is likely to be of limited value.

Why regulate?

To understand whether over the top services should be regulated, 
it is necessary to consider the rationale for regulation. This is 
effectively two-fold: regulating to effect liberalisation, and 
regulating to provide for particular outcomes which would not be 
otherwise guaranteed by competition alone.

Effecting liberalisation

In markets where telecommunications are not yet liberalised — 
that is to say, where the provision of telecommunications is 
reserved to one supplier, usually an organ of the state — 
regulation is unnecessary, since there is nothing to regulate. With 
restrictions on competition, or the reservation of the right to 
provide certain services to an (often state-controlled) incumbent, 
removed, regulation sets out the parameters in which entrants to 
market can operate.

In particular, in the case of a newly-liberalised market, regulation 
might be necessary to stem the potential distortion arising from 
the presence of a previous incumbent operator. Whilst no longer a 
de jure monopoly, in that competition is permitted, a previously-
incumbent operator is likely to have substantial advantages over 
new market entrants — for example, existing (often state-funded) 
infrastructure, and an existing customer base. New entrants, 
lacking these things, are disadvantaged, and are unlikely to be 
able to compete on an equal footing — a new entrant is unlikely 
to be able to fund network rollout, for example, and so may need 
access to the local loop to reach end users. Thus, where 
liberalisation is designed to stimulate an economy through 
innovation and faster development of new services, removing 
these barriers to entry is an important role of the regulatory 
regime.

Conversely, regulation as a tool to effect liberalisation may need 
to restrict the actions of new market entrants, particularly to 
prevent “cream skimming,” the practice of taking the most 
profitable customers from an incumbent, leaving it the less 
profitable customers, often in geographic locations where the cost 
of supply outweighs the income derived from those customers.



Protect end users’ interests where competition alone would not 
suffice:

If regulation were solely a tool to effect liberalisation, there would 
be no need for regulation in a liberalised market — once its goal 
had been achieved, it would no longer be necessary. However, 
this requires that the competitive liberalised market provides all 
the benefits considered necessary to society; where desirable 
outcomes are unlikely to be reached through competition alone, 
regulation may place requirements on operators and providers to 
accede to certain standards, or provide certain access to other 
operators.

For example, the protection of privacy is considered sufficiently 
important that it is a fundamental right, but is not necessarily a 
commercial differentiator — whilst a small group of people might 
base their decisions on privacy risk, the success of services such 
as Google and Facebook, each of which provides services in 
exchange for personal information,  suggests that this is rarely the 
case. Since communications providers have the potential for 
access to very sensitive information — not just information about 
communications, but the actual content of the communications — 
by imposing a requirement to protect privacy,2 one of a user’s key 
interests is protected in a way which might not otherwise happen.

The scope of regulation — should “over the top” 

services be regulated?

Regulation, then, exists for two purposes — effecting 
liberalisation, and protecting end users’ interests. Key to the 
concept of regulation is its scope — over what does the regulatory 
regime, and the regulator itself, have jurisdiction?

In recent years, we have seen the rapid growth in “over the top” 
communications services; services which are delivered over 
communications networks without the involvement of the 
network operator — Skype, for example, enables voice (and 
video) conversations between Skype users,  with the traffic carried 
via IP packets over the users’ Internet connections, whether these 
are DSL, cable or other.

2 Article 5, directive 2002/58/EC



Although the EU telecommunications framework attempted to 
tackle the issue of convergence in its approach to regulation3 
through its definition of “electronic communications services,” 
the definition is still focussed on the physical world — an 
electronic communications service is a service “which consists 
wholly or mainly in the conveyance of signals on electronic 
communications networks.” As a result of this rather physical 
definition, it is not clear whether over the top services are caught 
by the current regime or not — Ofcom, for example, has 
considered that peer-to-peer voice services are outside its scope, 
although it attempts to regulate other VoIP services.4

The question, perhaps, is not whether over the top services are 
currently within the scope of regulation, but whether they should 
be so.

The most compelling argument in favour of regulation is that 
over the top services are replacing existing services, and that, just 
as with conventional communications services, there is a strong 
possibility of consumer harm if key interests are not protected.

Whilst early over the top services may have been a novel addition 
to current services, over the top services are increasingly capable 
of replacing traditional services — Apple’s iMessage service, for 
example, is so tightly integrated into Apple’s messaging client 
that,  once a user is signed in, messages which would previously 
have been sent as SMS are now sent via Apple’s own messaging 
service. Likewise, the Viber application integrates with a user’s 
contacts book, such that selecting to call a user who is also a Viber 
customer — even if the user does not know this  — routes the call 
over Viber’s service rather than the user’s cellular service.

A user is thus not only using over the top services as an intrinsic 
part of their daily communication activities, but may not even 
know that this is the case. Whilst a user of traditional services can 
rely on the regulatory regime to protect them from unlawful 
interception by their providers,  or against the receipt of 
unsolicited direct marketing, no such protections exist in respect 
of over the top services5 — this is a problem in itself, but the harm 
is compounded when users unknowingly route their 
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communications via over the top services,  and, as such, are not 
making informed decisions about risk.

This harm is not just limited to issues of privacy. For example, it 
is generally desirable to enable users to terminate calls on other 
providers’ networks — both as a tool of liberalisation, where new 
entrants would not have the same capabilities as incumbent 
providers,  but also to avoid a user being tied to a particular 
provider. Thus, whilst interconnection obligations apply to 
traditional services,  over the top services can, subject to more 
general competition law, operate as discrete services — a Skype 
user cannot terminate a call with a FaceTime user, for example, as 
the Skype and FaceTime services are separate. Either users must 
maintain multiple accounts, managing each of them separately, or 
else accept that the potential recipients of their communications 
are limited — this is particularly true for FaceTime, which is only 
available to those using Apple’s hardware. Requiring a common 
interoperability format, to allow service interconnection, would 
increase obligations on service providers, but would provide a 
very valuable benefit to consumers which is unlikely to come 
about through market forces alone; the cost of the imposition of 
the regulation would seem to be outweighed by the benefit.

Secondly, proportionality requires that a regulatory regime 
should apply in a similar manner to similar providers. Since over 
the top services are increasingly viable substitutes for traditional 
offerings, a regime which only regulated this latter class of 
services would result in an imbalanced playing field. Since 
regulation is a burden, placing a burden on some providers and 
not others is unreasonable, unless the difference between them 
makes the regulatory imposition proportionate; where services 
are substitutable, it is unlikely that there is a sufficient difference.

In practice, a failure to provide for equivalent regulation would 
mean that providers of traditional services face a higher 
regulatory burden, and thus a greater cost; by virtue of the 
regulatory limitations, they are more limited in their innovation, 
and thus potentially slower and less able to deliver new 
communications products. 

It would be over-stretching the point to argue that all physical 
services could be replaced with over the top alternatives; clearly, 
that is not the case, as, at some point, an over the top service 
needs to be carried over the top of something, whether it is a DSL 



line or a cellular data service. However, mere data carriage is 
unlikely to enable physical providers to sustain the revenues of 
previous years — with the value of services moving up into the 
application layer, those providing underlying connectivity 
become little more than highly-regulated commodity or utility 
providers, bringing in much reduced revenue.

As such, with the addressable market for such services already 
shrinking, as consumers move to over the top services, traditional 
providers are left in an uncompetitive and unattractive position, 
whereby they cannot compete on an equal footing with 
unregulated providers of substitutable, functionally equivalent 
services.

There are, however,  three reasons why regulation should not be 
implemented rashly.

Firstly, the moniker “over the top service” may be confusing — 
there may be no element of “service” but simply a piece of 
software which is authored and distributed. Whilst some over the 
top services do require some form of central provisioning / 
operation, fully-distributed peer-to-peer systems have no such 
central node, and any attempt to regulate would amount to 
regulation of a software deliverable, and not a service. Similarly, 
communication within a closed platform environment — such as 
Facebook chat — seems different to SMS, even though it,  as with 
RIM’s BlackBerry Messenger service before it,  is used as the 
equivalent of SMS by younger users.

Whilst it is argued above that regulation should depend on 
outcome — whether an over the top service is substitutable for a 
traditional service — if such an approach were adopted, care 
must be taken to ensure that regulation is appropriate. Where 
there is no element of service, as is the case of a communications 
mechanism comprising two pieces of software talking to each 
other in a peer-to-peer manner, regulation as a service would 
make little sense.

Secondly, regulation is not without cost — rather than investing 
in the product and bettering the service on offer, resource must be 
spent in ensuring that the service complies with the law. 
Similarly, regulation may prevent a service from developing in a 
new and innovative manner, by requiring certain functionality. 
Regulation thus has a double cost; firstly,  in terms of requiring 



expenditure, and secondly in terms of potentially preventing 
revenue growth and innovation opportunities.6

Since over the top services are not tied to a physical jurisdiction, 
unlike traditional services which require physical elements (such 
as base stations / access points, switching centres and so on), if 
the European environment was considered over-bearing in its 
approach to over the top services, it would be relatively trivial for 
a provider to relocate overseas,  thus depriving Europe of any 
taxation due on revenue and suchlike, in addition to failing to 
secure the regulatory objective.

Thirdly, and related to the second point, regulating over the top 
providers is no easy task, given the potential lack of jurisdiction. 
A physical network must, as above, have a real world location 
but, in the case of an over the top service, the only relevant factor 
may be that the service is capable of being received in any given 
country — particularly if the service is peer-to-peer in nature, 
there may be no centralised services for call routing, and no need 
for infrastructure in the country in question. The question, then, 
is whether the ability to use the service in that country is a 
sufficient ground to impose that country’s regulatory principles 
on the service. 

Perhaps more pertinently, even if a country considers that that is 
the case, and that its regulations do apply, there is little a 
regulator can do. Unlike a physical operator, with assets in 
market, the regulator’s leverage is very limited as against an over 
the top provider; there are no assets to seize, or directors to 
threaten. At best, perhaps, the regulator might be able to 
persuade providers to block access to the service, but would 
likely face considerable criticism for doing so, outside more 
repressive regimes.

If there is no ability to enforce regulation, the existence of such 
regulation is of limited benefit indeed — in respect of over the top 
services, unless there is political appetite to permit the blocking 
of services which do not comply with the local regulatory regime, 
regulation may only bite on domestic over the top services. Given 
that the non-domestic services would still be available, by virtue 
of their over the top nature, the only impact of this would be to 
put locally-provided services at a competitive disadvantage 
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compared with international counterparts, a seemingly counter-
productive outcome.

Conclusion

With the increased adoption of over the top services, European 
policy makers should be giving considerable thought as to 
whether, and, if so, how, over the top services should be 
regulated.

Whilst it would seem disproportionate not to treat over the top 
services which replace traditional services in the same manner as 
those traditional services, some over the top services would seem 
entirely unsuited to regulation, particularly when they comprise 
software running on users’ terminals, communicating without 
need for a central node.

Similarly, whilst regulation comes at a cost, and so should only be 
implemented where it would achieve an effect which market 
forces along would not,  protecting the interests of consumers may 
indeed demand the regulation of over the top services, given their 
increasing replacement of more traditional alternatives.

If the balance is wrong — either the regulation too stringent, 
forcing creativity and service provision outside Europe, or else 
too weak, and failing to protect adequately European consumers 
— there is the potential for substantial harm. 

Whilst it would be unfortunate in some ways to end up with a 
solution which forced services abroad, with physical network 
providers within Europe obliged to block access to such services 
if they did not comply with EU regulatory requirements, if the 
wider outcome is one of the protection of users’ fundamental 
interests, perhaps this is the approach which must be taken.


