
The regulation of location-based services

Overview

“Everyone”  said Andy Warhol, “will be world famous for 15 minutes.”  Given the recent volume of coverage, it 
would seem that it is currently the time of location-based services. Whilst directive 95/46/EC regulates data 
protection in a horizontal manner, applying irrespective of industry, directive 2002/58/EC forms part of the 
telecommunications regulatory package, with the obligations around location data1  applying to electronic 
communications network and service providers.

Although this vertical application might have been suitable at the time it was introduced, this theme report 
argues that such an approach is inappropriate for the state of the market today, given the widespread 
development of location services outside the ECN/ECS environment; in particular, the capability for providers 
other than network and ECS providers to take advantage of location data leaves certain services outside the 
scope of the directive, thereby failing to adequately protect consumers, whilst, at the same time, burdening 
network operators with greater regulation than counterparts, despite the level of risk being much the same.

All is not lost, however. The theme report concludes by proposing potential alternatives, including simply 
lifting the regulation of location data from the point of view of privacy outside the auspices of the 
communications framework, as well as exploring a more radical approach of industry collaboration and 
standardisation.

Theme report

Location was once the preserve of mobile network operators, with legislative concerns arising from an 
operatorʼs ability to determine the location2  of a given user - or, more properly, a userʼs terminal equipment - 
at any point. The definition of “location data” set out in the original version of directive 2002/58/EC highlights 
the boundaries of the concern, encompassing:

“any data processed in an electronic communications network, indicating the geographic 
position of the terminal equipment of a user of a publicly available electronic communications 
service”3 (emphasis added)

As was discussed in preceding theme reports, “electronic communications network” is defined in terms of a 
physical transmission network for the conveyance of signals,4  with the effect that the definition is a 
particularly narrow one. Whilst perhaps not within the vision of the Commission at the time, data regarding a 
userʼs geographic position otherwise that those processed in such a network fall outside the scope of the 
definition, and thus outside the scope of the regulatory restrictions5.

The Commission did recognise the necessity of the processing of location data for the operation of the 
network itself, used to enable the routing of communications to the correct endpoint and associated billing, 
with a concept of “traffic data” forming a subset of the wider “location data” definition:
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1 The regulation of location is not limited to considerations of privacy, as the framework also deals with location in terms of emergency 
services, and, relatedly, as an “associated service” for the purposes of certain SMP obligations. However, the issues arising from 
location data in these contexts are outside the scope of this article.

2  “Location data” refers to more than merely the position of a user at a given point in time - recital 14 to the directive provides that 
location data may “refer to the latitude, longitude and altitude of the userʼs terminal equipment, to the direction of travel, to the level of 
accuracy of the location information, to the identification of the network cell in which the terminal equipment is located at a certain point 
in time and to the time the location information was recorded.”

3 Art 2(c), directive 2002/58/EC

4 Art 2(a), directive 2002/21/EC

5  To the extent that location data are also personal data, the processing of such data would fall within the ambit of directive 95/46/EC, 
with its more generic protections of personal data processing; in this sense, location data is doubly-regulated, with network operators 
subject to both sets of restrictions.



“ʻtraffic dataʼ means any data processed for the purpose of the conveyance of a communication 
on an electronic communications network or for the billing thereof”6

With the benefit of hindsight, the limitation of the definition of “location data” to network operators seems 
rather shortsighted, with technological evolution, particularly the inclusion of GPS receivers within mobile 
devices, enabling parties other than operators to provide value-added location services to users, without 
being subject to the constraints of the directive.

In 2009, a revised definition of location data was adopted, attempting to close this loophole:

“any data processed in an electronic communications network or by an electronic 
communications service, indicating the geographic position of the terminal equipment of a 
user of a publicly available electronic communications service”7 (emphasis added)

However, just as the original definition of “location data” was predicated on the regulation of network 
operators, the revised definition, whilst clearly wider through the incorporation of wording relating to 
electronic communications services, appears to have been aimed at another particular technology, with the 
recital referring solely to “RFIDs” - “contactless devices using radio frequencies.”8  Whilst RFID tags have 
been adopted, particularly in the retail sector9, and with a recent report of a novel use of RFID to assist a 
hotel reduce the number of “missing” towels10, and whilst there are clear privacy implications arising from the 
tracking of objects (or individuals) via RFID11, perhaps such an overt focus on this particular technology was 
misplaced.

Indeed, recently, the focus of the location debate has turned back to the mobile device, albeit not focussing 
on the network operator, with both Google12  and Apple13  being sued in the US in respect of their use of 
location data on Android and iOS mobile devices respectively. The gist of the claim against Google is that it 
collected location information via Android “covertly, surreptitiously and in violations of law” and that “Google's 
Terms of Service do not disclose its comprehensive tracking of users”14; in the case of Apple, the 
complainants “take issue specifically with the notion that Apple is now basically tracking people everywhere 
they go. If you are a federal marshal, you have to have a warrant to do this kind of thing, and Apple is doing it 
without one.”15

Is it perhaps questionable whether similar claims could be brought against Apple and Google under directive 
2002/58/EC, since, whilst Art. 9 requires that location data can be processed provided that “such data may 
only be processed when they are made anonymous, or with the consent of the users or subscribers to the 
extent and for the duration necessary for the provision of a value added service”16, the definition of “location 
data” is restricted to processing by an ECN or an ECS. Apple has announced that it captures location data 
for the purposes of developing a “crowd-sourced” location database “to help  [oneʼs] iPhone rapidly and 
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6 Art 2(b), directive 2002/58/EC

7 Art. 2(2)(a), directive 2009/136/EC

8 Recital 56, directive 2009/136/EC

9 For example, the well-known store Marks & Spencer, in the UK: http://www.esmmagazine.com/Articles-Archive/News/Packaging/mas-
plans-to-trial-new-rfid-tags.html

10 http://intransit.blogs.nytimes.com/2011/04/11/gee-how-did-that-towel-end-up-in-my-suitcase/

11 See, for example, http://ec.europa.eu/information_society/policy/rfid/documents/rfidpiapressrelease.pdf

12 http://news.cnet.com/8301-27080_3-20058493-245.html

13 http://news.cnet.com/8301-27076_3-20057245-248.html

14 http://www.pcmag.com/article2/0,2817,2384751,00.asp

15 http://www.bloomberg.com/news/2011-04-25/apple-accused-in-suit-of-tracking-ipad-iphone-user-location-1-.html

16 Art. 9(1), directive 2002/58/EC



accurately calculate its location when requested”17, and such an activity does not fall clearly within the 
concept of “electronic communications service”, leaving it potentially outside of the scope of the ePrivacy 
directive.

It would seem that this definitional problem is only likely to expand, given the ongoing activities of W3Cʼs 
Device API and Policy Working Group, which aims to create client-side APIs to enable web-based 
applications to access data stored on terminals18; for example, to enable a website to capture a deviceʼs 
location from its onboard GPS unit. Since the operation of a website is likely to be considered an information 
society service, it is again unclear that a website which takes advantage of such APIs would be regulated by 
the ePrivacy directive, even though it might clearly process location data in the general sense of the term. 

That the prescribed definition of “location services” is rather narrower than an everyday user might 
understand the term to me is perhaps indicative of one of the wider problems around regulation of location 
services - a general lack of clarity. Art. 9 requires that data are either anonymised, or else processed with 
consent; in other words, that the user must approve the processing of that data. However, for a user to be in 
a position to give consent, the user must understand to what they are consenting, and the consequences of 
that act of giving that consent. In the case of Apple, general language in the terms of service provides that 
the user consents to Apple processing the userʼs location definition, but, even if one manages to sustain the 
belief that most consumers read the legalese which accompanies their shiny new devices, it is questionable 
whether the average consumer would have made the link between the generic language provided by Apple, 
and Appleʼs actual technical activity.

There is a particularly tricky balance to be struck here, between providing sufficient information to a user to 
enable them to make an informed decision, and providing so much information that the user experience of a 
product is harmed, with the a user being required to read pages of information about the device capabilities, 
and with multiple prompts and requests for consent preventing the user from actually using the device; too 
little information, and the user will be insufficiently informed to make a decision, but too much information, 
and the user is unlikely to read it, again being insufficiently informed. Since device capabilities are constantly 
increasing, offering new functionalities, this challenge is only likely to increase.

However, a more pressing problem arises not so much from an increase in functionality, but rather an 
increase in the number, and position within the ecosystem, of providers making use of location data and 
services. As above, whilst the broadening of the scope of the definition of “location services” from merely 
network operators to “electronic communications service providers” is welcomed, it fails to capture all 
providers of location services, and thus inadequately protects consumers from harm. Indeed, engagement 
with location services is starting to happen at all levels of the device ecosystem - device manufacturers are 
including location capabilities, such as GPS, in their devices, operating system developers are including APIs 
to enable hardware functionality to be exposed to application developers, the W3C is looking at enabling 
access to hardware functions by web  services through the use of device APIs, and developers all over the 
world are producing services which take advantage of location information.

On this basis, limiting the scope of the regulation to merely ECS providers does little to mitigate the potential 
risk, or to protect consumers - whilst perhaps understandable back in 2002, it seems unwise to leave specific 
regulation of location services within the communications framework, rather than drawing out obligations into 
legislation with wider reach, in the same way that directive 95/46/EC makes data protection law applicable to 
the (European) world at large, with only network-centric obligations remaining within the scope of the 
communications framework.

Similarly, an approach based on EU regulation can, at best, only capture those providers who are willing to 
consider European law. Whilst providers in the US, for example, without domicile in Europe, might technically 
be subject to the European regime by virtue of providing services into Europe, they might (and with some 
justification) consider that European law does not apply to their US-hosted operation. To be effective in 
protecting consumers with Europe, any regulatory mechanism needs to encourage behaviours more widely 
than just within Europe, and to encompass more than merely ECS providers.
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17 http://www.apple.com/pr/library/2011/04/27location_qa.html

18 http://www.w3.org/2009/dap/



With this in mind, perhaps a formal regulatory approach, based on directives and Member State 
implementations, is not the best mechanism for ensuring a userʼs privacy with respect to location data. 
Mobile network operators in the UK already have a code of practice on location services19, a self-regulatory 
approach which encompasses not only the activities of the operators themselves, but also parties to whom 
the operators provide location data. To achieve any form of acceptance, given that location services are 
already a problematic area, any self-regulatory mechanism would need to be sufficiently robust, as well as 
sufficient far-reaching, to satisfy local regulators that it does an adequate job in protecting the public; a self-
regulatory approach which really looks after the participants, rather than consumers, is unlikely to be a 
suitable solution.

If, however, a critical mass of providers, at all levels of the ecosystem, could agree on a series of principles 
for the design and operation of location services and associated capabilities, from hardware level upwards, 
adoption via standardisation, irrespective of national boundaries or place in the vertical platform, and without 
the overhead and inevitable time delay of securing legislation in numerous parliaments around the world, 
could provide an attractive alternative to disparate regulations and cumbersome legal mechanisms.

Indeed, rather than focussing solely on the legal issues associated with location services, such an approach 
could be used to develop  agreed interfaces for location technologies, to encourage the adoption of 
consistent privacy management techniques, such that users have a similar, if not identical, experience 
across multiple platforms and vendors, thereby reducing the complexity - in effect, embodying the principles 
of “privacy by design”20  into location services. Coupling this with a series of standardised icons, akin to 
Creative Commons21  licences for copyright licensing, could enable users to see at a glance how any given 
application or service sought to make use of a userʼs location information, helping the user make informed 
decisions without needing to read complicated policies for each application or service they wish to use.

There are, inevitably, problems with such an approach. For a start, it would require support from a sufficient 
number of disparate organisations and individuals with potentially different cultural norms, such that location 
services privacy was incorporated at all levels of the ecosystem. Whilst platform operators with clearly-
defined and highly-regulated environments (such as Apple) could take a leading role in promoting 
“community privacy” norms, such platforms are the exception rather than the rule, particularly when one 
considers that location is a factor not only of mobile devices, but of connected computers in general. 
Similarly, if the W3Cʼs device API workstream succeeds, and website developers are able to take advantage 
of device-based location capabilities, regulation via application store gatekeeping will be insufficient. Further, 
whilst the recent cases of Google and Apple have indicated that at least some in the user community are 
conscious of the impact and value of location data, there will likely be many hundreds of thousands of users 
who are unlikely to have given any thought to the subject; to succeed, any such project must ensure that a 
userʼs privacy is protected without the need for the user to take any action (for example, by determining 
standards to which applications are built); a Creative Commons-style tagging approach might attract the 
attention of some users, but not all, and, arguably, it is those users with the lowest degree of knowledge and 
understanding who are in need of the greatest protection.

In conclusion, one might reasonably suggest that directive 2002/58/EC made a sensible first step  towards 
protecting the privacy of a userʼs location data, with the 2009 amendment moving further in the right 
direction. However, the picture, particularly in terms of mobile devices, looks rather different to even that in 
contemplation when the 2009 reforms were being drafted. Use of location information can enable exciting 
and innovative applications and services, and such innovation should be encouraged, whilst, at the same 
time, ensuring that a user is in control of the usage of his location information, with a sufficiently high level of 
default protection. Given the inherent problems of regulating technology by law, particularly in the light of the 
problems already seen in respect of location services, approaches based on standardisation, and on pan-
industry co-operation, may provide a more suitable level of protection across the entire ecosystem, provided 
that there is sufficient impetus, as well as official support and recognition. Since it would seem that location-
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19 http://www.mobilebroadbandgroup.com/documents/UKCoP_location_servs_210706v_pub_clean.pdf

20 http://privacybydesign.ca/

21 http://creativecommons.org/



based services are here to stay, exploring the most suitable mechanisms for ensuring consumer protection 
would seem advisable, if not requisite.
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