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The impact of the EU regulatory  framework for electronic communications on innovation within 
Europe

Innovation in the field of communications has been rapid over the last few years, with particular growth in 
over-the-top services, such as Skype, which, as software, typify the separation of communications services 
from the operation of a network. Building on the overview of the EU regime set out in my theme one report1, 
this theme report focusses on the impact of the EU regulatory framework for communications on innovation 
within Europe, positing a need for reform.

There are three main threads to an argument for a change in the regulatory position. Firstly, that measures 
which are designed to redress imbalance in the market place should only be in place for as long as the 
imbalance remains true. Secondly, that measures designed to achieve certain policy objectives should be 
technology-neutral. Thirdly, a disparity between regulatory obligations attracting to traditional network 
operators - those with physical infrastructure and related services, and thus tied to European jurisdiction - 
and those providing over-the-top services which do not require physical location in Europe, and so can be 
established as easily outside Europe as within, can lead to an exodus of innovation within Europe, to 
jurisdictions with fewer regulatory obligations.

Measures to address imbalance in the telecommunications marketplace

The initial threat to innovation in the telecoms field arose from the national incumbent operators, many of 
which were public entities, with a monopoly (or near-monopoly) on telegraphic or telephony services. Two 
elements worked together to solidify these monopolies - the existence of legislation granting monopolistic 
rights2, and the cost of the deployment of network infrastructure. Although the monopoly-granting legislation 
was swept aside, and market liberalisation introduced, the cost of market entry represented a significant 
barrier to competition - to innovate in the communications space, one had to compete with a provider which 
already had substantial access to the market, both in terms of the geographic reach of their already-
deployed (and often publicly funded) networks, and the contractual and commercial relationships with 
customers; to break into the market, not only did a newcomer need to ensure that its services were available, 
in terms of deploying the necessary infrastructure, it needed to attract successfully the attention of would-be 
customers, and convince them to move to a new supplier. Without removing these barriers, innovation in the 
telecommunications sphere was unlikely to succeed, thereby further reinforcing the monopoly.

To combat this problem, measures were introduced to facilitate liberalisation, first nationally and then at 
European level, and obligations restricting the most powerful companies remain a key part of modern-day 
regulatory framework. Art. 14 of directive 2002/21/EC sets out the definition of “significant market power”, 
tying it into the European law test of dominance, encompassing any provider with a “position of economic 
strength affording it the power to behave to an appreciable extent independently of competitors, customers 
and ultimately consumers.” Unlike competition law, however, which prohibits the abuse of dominance within 
the internal market3, the test for significant market power does not require abuse; merely holding SMP is 
sufficient. Once a provider is found to hold SMP in respect of a given market definition4, it is potentially 
subject to ex ante regulation, which does not attract to non-SMP providers. For example, directive 2002/22/
EC provides that “it is important that the services provided by an undertaking with significant market power 

1 http://neilzone.co.uk/masters/tel_theme_1_report.pdf

2  See, for example, the Telegraph Act of 1869, which reserved the operation of telegraphic networks in the United Kingdom to the 
Postmaster General

3 Art. 102, Treaty on the Functioning of the European Union

4  See, for example, 2002/C 165/03, Commission guidelines on market analysis and the assessment of significant market power under 
the Communication regulatory framework for electronic communications networks and services
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reflect costs” 5, whilst directive 2002/19/EC reserves five articles6  solely for measures which national 
regulatory authorities are may impose on operators with SMP7.

SMP obligations, however, only apply to an “operator”, which is defined as “undertaking providing or 
authorised to provide a public communications network or an associated facility” 8. As such, one must 
consider what it means to provide a “public communications network”  - do obligations attracting to operators 
with SMP only apply to “traditional”  operators, thereby placing them at a competitive disadvantage to over-
the-top service providers?

Directive 2002/21/EC defines “public communications network” as an “electronic communications network 
used wholly or mainly for the provision of electronic communications services available to the public ...”9, with 
an “electronic communications network” being “transmission systems ... which permit the conveyance of 
signals by wire, radio, optical or other electromagnetic means”10. This wording seats both definitions in the 
physical world, with the directive giving examples of “satellite networks, fixed ... and mobile terrestrial 
networks ... and cable television networks”, reflecting the convergence of broadcast, media and 
telecommunications services11.

Since a piece of software which enables parties to communicate (e.g. Viber12) or a website with messaging 
capability (e.g. Facebookʼs Chat function13) would not satisfy the definition of a “transmission system”, such 
“over-the-top” service providers are outside the ambit of any SMP obligations. As such, an over-the-top 
provider can develop its services without fear of attracting additional regulation solely as a result of its market 
size or success; whilst bound by the normal competition laws in respect of not abusing any dominant position 
which it creates, it is at a competitive advantage over more traditional physical service providers, in that they 
cannot, under the current framework, be the subject of obligations placed on SMP providers, no matter how 
successful they might be.

Indeed, one might argue over-the-top providers benefit doubly from certain SMP obligations. In respect of 
universal service, Art.4(1) of directive 2002/22/EC requires that Member States ensure that a fixed line 
connection is available to everyone, except insofar as a request for a connection is unreasonable. This 
connection must be capable of providing voice services, but, more importantly, must provide data 
communications “at data rates that are sufficient to permit functional Internet access”, based on the most 
popular technologies at the time. Whilst “functional Internet access” is potentially a rather low standard14, and 
may not mean that everyone is entitled to a line speed capable of supporting more bandwidth-intensive over-
the-top  services, some countries have implemented more stringent requirements; for example, Finlandʼs 
implementation of the directive refers to an “appropriate Internet connection”15, which the Ministry of 
Transport and Communications has decreed16 to be 1 Mbit/s in respect of downstream traffic, with no fixed 

5 At recital 26

6 Arts.9-13

7 per Art.8(2)

8 Art.2(f), directive 2001/19/EC

9 Art.2(d), directive 2001/21/EC

10 Art.2(a), directive 2002/21/EC

11  “The New European Commission Regulatory Framework for Electronic Communications” (2003), Weinstein, Hertfordshire Law 
Journal 1(1), 43-57, at page 44

12 http://www.viber.com/

13 https://www.facebook.com/sitetour/chat.php

14  Recital 8 to directive 2002/22/EC provides that “it is not appropriate to mandate a specific data or bit rate at Community level”, but 
acknowledges that  “data rates below ... 56 kbits/s” may be permitted, to enable use of wireless technologies to cover more remote 
areas.

15 s60c(2), Communications Market Act (393/2003)

16  s1, Decree of the Ministry of Transport and Communications on the minimum rate of a functional Internet access as a universal 
service (732/2009)

http://www.viber.com
http://www.viber.com


minimum for upstream traffic. Whilst having a useable Internet connection is undoubtedly beneficial to 
consumers - an important policy objective - one might argue, justifiably, that over-the-top  providers benefit 
from universal service obligations, allowing their services to be accessed by much, if not all, of the 
population, without needing to contribute to the costs of providing such a service - just as Art.4(1) limits 
provision of USO to traditional carriers, Art.13(1)(b) permits cost sharing, but, only among traditional 
providers17. As such, SMP providers may be obliged to implement Internet connections on unprofitable 
terms, building out a network from which over-the-top  providers benefit without cost, resulting in an even 
greater loss of profitability.

It is a poor argument, however, to claim that declining revenues in the traditional network operator space, or 
the growth in over-the-top services, should necessitate the imposition of obligations on over-the-top  service 
operators - there is no right to make money, or to preserve a market position against the flow of emerging 
technology, and arguments based on simple protectionism of traditional service provider business models 
should be treated with skepticism. However, telecommunications policy has, for many years, recognised that 
incumbent operators enjoyed a significant commercial benefit simply through being the incumbent operator, 
and, to help  redress the commercial disadvantage which would-be competitors would suffer, to ease access 
to the marketplace, obligations have been imposed on incumbents which have not been imposed on other, 
newer, operators. In effect, these additional obligations have been intended as a counterbalance to the 
benefits of the incumbent position, maintaining a state of equilibrium in which new entrants to the market can 
compete. Where competition in a marketplace has increased, however, these obligations must be 
reconsidered, since, otherwise, they will bear too heavily on operators with SMP, distorting the competitive 
landscape in the opposite direction, thereby dis-incentivising innovation. With the barrier to entry for an over-
the-top  service provider being so low, such that new services can be created and implemented far more 
easily than before, these measures of redress must be reconsidered, to ensure that their existence remains 
valid.

Measures to achieve defined policy objectives

This disparity of regulation extends further than SMP obligations. For example, the recital to directive 
2002/58/EC notes that “[p]ublicly available electronic communications services over the Internet open new 
possibilities for users but also new risks for their personal data and privacy”18. Since “electronic 
communications service” is defined as a “service ... which consists wholly or mainly in the conveyance of 
signals on electronic communications networks”19, and expressly does not include information society 
services, it is unlikely to include a VoIP service which consisted of software running on a userʼs computer20, 
such as Skype or Viber, leaving such services outside the scope of regulations protecting the privacy of end 
users.

Although obligations to support law enforcement fall outside the European Unionʼs remit, being matters 
reserved to Member States on the ground of national security, a similar disjunct may exist in laws applying to 
interception and surveillance. For example, the United Kingdomʼs Regulation of Investigatory Powers Act 
2000 permits the Secretary of State to impose obligations to maintain interception capability on public 
telecommunications service providers, consisting of those who provide access to “any system ... which 
exists ... for the purpose of facilitating the transmission of communications by any means involving the use of 
electrical or electro-magnetic energy”21; a company operating a traditional telephony service is likely to fall 
within the scope of the Act, whereas a company which merely offers a software-based product is unlikely to 
do so, despite both offering services which, from a consumerʼs point of view, are fundamentally the same.

Indeed, as smartphones continue to rise in popularity, with the increased integration of over-the-top  services 
into the software stack, calls which may previously have been carried over a traditional network are likely to 
be shifted to over-the-top services, without the same stringent legal and regulatory protections for privacy 
and consumer protection obligations. As the degree of integration tightens, such that there is no difference in 

17  Member States may choose “to share the net cost of universal service obligations between providers of electronic communications 
networks and services”

18 Recital 6 to directive 2002/58/EC

19 Art.2(c), directive 2002/21/EC

20 “Privacy in Electronic Communications” (2009), Garrie and Wong, [2009] CTLR 141

21 s1, Regulation of Investigatory Powers 2000



terms of user experience in respect of how a call is carried - and why should there be such a distinction? - it 
becomes increasingly untenable for similar services to be regulated in different manners, given the risk of 
harm to consumers, as well as the competitive disadvantage that this difference engenders - if traditional 
providers are the subject of greater regulation for providing services with the same effect, they are at an 
unfair innovative and competitive disadvantage.

However, whilst imposing obligations on a technology-neutral basis seems desirable, some argue that “it is 
important to ensure that [over-the-top  service providers] are not required to carry out or implement measures 
that are beyond the capabilities of an internet-based technology”22. If, for example, it is not possible for a 
particular architecture for a VoIP solution to permit, say, lawful interception, such requirements should not be 
imposed, since that imposition would prevent the adoption of the technology, thus hindering innovation. 
There is a delicate balancing act here, however. Whilst it would be unfortunate to stifle technological 
evolution on the basis of impossible requirements, it would be equally unfortunate to use technology as a 
reason for weakening core policy objectives such as a consumer protection, simply because it is cheaper 
and easier to develop  solutions which do not facilitate easily such objectives - if I design a system which 
cannot meet regulatory requirements, should that be accepted, or should I be sent back to the drawing 
board?

As well as the obvious detriment to the policy objective if I am not sent back, if I am allowed to launch the 
service without meeting the requirements, but that the requirements are enforced against traditional 
operators, traditional operators are placed at a competitive disadvantage, as a result of the additional cost of 
regulatory compliance. As the framework stands at the moment, the apparent exclusion of over-the-top 
services from the definition of “electronic communications service” has this very effect, such that similar 
services are regulated in dissimilar manners.

Physical network operators - grounded in Europe?

A major difference between traditional network operators and over-the-top  operators exists in their proximity 
to Europe, and, even if one concludes that reform of regulation to stimulate innovation is necessary, this 
issue of proximity must be considered.

A traditional network operator, whether fixed or mobile, requires equipment in the country in which they are 
operating. A fixed line operator might require DSLAM units in exchanges, whereas a mobile operator might 
require a radio access network, even if the core network could be centralised elsewhere. The effect of this is 
that the operator falls within the scope of the Europe regime, and has little way to avoid it, for as long as it 
wants to continue operating. If I wish to provide a service into the United Kingdom, for example, and thus 
need to maintain kit in the United Kingdom, I have a clear financial investment in the country - assets which 
could be seized - as well as the likelihood of having a local personnel and legal entities. I am subject to 
European regulation, or at least the national implementation of that regulation, by virtue of my residence or 
presence within Europe.

This can be contrasted with the situation of an over-the-top  service provider. If the service comprises of 
software operating on a userʼs machine, the service provider may require no physical proximity to Europe at 
all; the software may be offered for download from a machine situated in America, with development work 
carried out by interested individuals all round the world. If, as an over-the-top service provider, I am based in 
Europe, and find that the European regime is simply too demanding, there is very little to stop  me moving to 
a country outside Europe, and continuing to offer the service. Whilst the European regulatory regime may, in 
theory, apply to my service, without a local presence it might be particularly difficult for an NRA to take 
effective action against me.

With this in mind, a balance must be struck between adopting sufficient regulation within Europe to protect 
the interests of European consumers, and to ensure a viable and innovative marketplace, and imposing 
overly-demanding obligations which drive over-the-top  providers out of Europe, taking potentially lucrative 
revenue streams with them. To drive innovation and competition in Europe, and to protect consumers, the 
regulatory framework must be such that operators without the necessity of physical presence are 
incentivised to stay. However, as described above, if over-the-top  services are treated differently to traditional 
services, this too is likely to create a disadvantageous competitive and innovative scenario.

22 http://business.timesonline.co.uk/tol/business/law/article2630028.ece
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Conclusion

Whilst the European framework sets out to achieve many desirable - and, indeed, necessary - objectives, in 
terms of engendering competition, and thus innovation, in the European marketplace, and ensuring that all 
European citizens have access to communications services, with appropriate standards for the protection of 
their privacy and general consumer rights, the core definitions of the framework, of “electronic 
communications network” and “electronic communications service” are grounded in the physical world, 
creating a disparity between the regulatory treatment of over-the-top  services and traditional network 
services.

To the extent that such services are interchangeable in the eyes of the consumers, such a distinction creates 
a distortion in the internal market, with a detrimental effect on innovation in respect of traditional network 
services. Since regulatory compliance generally involves the expenditure of both cost and time, it is more 
attractive to invest resource in a lesser-regulated area, to the detriment of investment in core physical 
services. Provision and operation of physical networks remains fundamental to communications within 
Europe and around the world, since, without these, over-the-top services cannot operate. Similarly, if 
services are to be offered into Europe from outside, and Member States wish to retain the ability to intercept 
communications, the operators of physical networks represent the only realistic option, although even this is 
not without considerable challenges. Regulation, then, needs to be supportive of investment and 
development of these services, as well as the perhaps more exciting category of over-the-top  service - this 
necessitates changes to the current framework are therefore required.

However, even having acknowledged that reform is necessary, one must not forget that over-the-top  services 
are less intrinsically tied to Europe than physical services, such that any reforms need to be approached with 
caution. Merely imposing obligations which are currently imposed on traditional services onto over-the-top 
services is more likely to lead to an exodus of investment and innovation from Europe than increases in 
these areas, with operators moving to countries with lower regulatory burdens. As such, a reforming 
European Commission would need to consider that, rather than bringing over-the-top  services up  to the 
regulatory standards currently required of traditional network operators, a more appropriate solution is likely 
to be meeting somewhere in the middle, lowering the regulatory burden on traditional operators, whilst 
making a lesser increase than would otherwise be the case to the standards of regulation applying to over-
the-top  providers; the solution need be neither a race to the bottom nor to the top. The ensuing balancing act 
between facilitating competition and innovation, ensuring consumer protection and privacy, and preventing 
overly burdensome regulation likely to lead to migration of services to third countries, is likely to prove 
extremely complex, but is necessary to ensure a viable and innovative market in communications services, 
at both physical and over-the-top levels, for European citizens.


