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Introduction:

Computer crime is a wide topic. Rather than presenting a high-level overview, this theme report investigates 
the  crime  of  unauthorised  access  to  a  computer  system,  examining  the  notions  of  “access”  and 
“authorisation”, questioning whether these concepts are sufficiently clear and robust. It concludes with a brief  
consideration  of  the  appropriateness  of  treating  such  access  as  a  criminal  offence,  rather  than  a  civil 
infringement.

The offence of “unauthorised access”:

Article 2 of the Convention on Cybercrime sets out the offence of “illegal access”, providing that:

“Each Party shall adopt such legislative and other measures as may be necessary to establish  
as criminal offences under its domestic law, when committed intentionally, the access to the  
whole or any part of a computer system without right. A Party may require that the offence be  
committed by infringing security measures, with the intent of obtaining computer data or other  
dishonest intent, or in relation to a computer system that is connected to another computer  
system.”

Enacted almost  10 years  before the Convention was agreed -  albeit  amended in 2006 -  the Computer  
Misuse Act 1990 establishes “illegal  access” as a criminal  offence in the United Kingdom. s1 of the Act 
criminalises “unauthorised access to computer material”, stating that:
 

“A person is guilty of an offence if—
(a)he causes a computer to perform any function with intent to secure access to any program  
or data held in any computer, or to enable any such access to be secured;
(b)the access he intends to secure, or to enable to be secured, is unauthorised; and
(c)he knows at the time when he causes the computer to perform the function that that is the  
case.”

The offence is one of “bare” access, in that no ulterior intent or effect is required1 - it is sufficient that access 
to a computer is secured, or intended to be secured. There need be no deletion or alteration to data stored  
on that, or any other, computer, nor any other infliction of damage or cost; the act of securing unauthorised 
access is the damage. Art. 2 of the Convention permits national legislatures to impose particular limitations  
on the commission of the offence, as detailed above, but the s1 offence under the Act does not implement  
any of these. As per the Convention, s1 does require a mens rea of intent; the offence is not one of strict 
liability, since it requires a prosecutor to prove that the access in question was unauthorised, and that the 
accessor knew this to be the case at the relevant time.

The particular elements on the offence on which this theme report will focus are the concept of “access”, and  
the concept of “unauthorised”/”without right”.

“Access”:

Convention on Cybercrime:

Art. 2 of the Convention requires states to legislate against access without right to a computer system. As 
such, to understand the scope of the offence, one must understand what is meant by “access” in a computer  
context. Whilst the Convention does define “computer system”, it does not define “access” - however, the 
explanatory report to the Convention provides that access:

“comprises the entering of the whole or any part of a computer system (hardware, components,  
stored data of the system installed, directories, traffic and content-related data). However, it  
does not include the mere sending of an e-mail message or file to that system.”2

This definition is a broad one, predicated on the concept of “entering”, which, like “access” is perhaps easier  
to apply in the physical world than in a digital one. Legal considerations of access in the physical world often  
revolve around the law of trespass, so it is unsurprising that analogies with doors and windows arise when  

1 An ulterior intent to commit an offence within the scope of s2(2) of the Act, even if that subsequent planned act is impossible, might 
constitute the separate offence of “unauthorised access with intent to commit or facilitate commission of further offences”, per s2.

2 “Explanatory Report to the Convention on Cybercrime” (2001) ETS No. 185, at paragraph 46



considering access to computer systems. Just as one might consider stepping over the threshold of the  
doorway into a house as entering that house, “entering” in a digital context brings to mind the idea of logging 
into a computer system, or obtaining the capability to read/write data to or from that system. This would  
seem to fit with the caveat to the report's definition, that sending an email to a system does not constitute  
entering it, in the same way that someone sending a letter to a house does not enter it.

However, whilst the simplicity of linking “entering” to logging into a computer, even logging into a computer is  
not a clear cut or one-step process. The user will need to send sufficient data packets to the computer to 
indicate a desire to log in, crafted in such a manner so as to trigger the server running on the computer to  
execute code to determine what action it should take, and, if so configured, returning a prompt at which a 
user can enter login information.

At this point,  though, the user has not logged in – that stage is yet to come – but  he has caused the  
computer to operate in response to his inputs. Could this amount to “access” or “entering” the computer, or  
does that only come when he enters a username and password? Similarly, when a user receives a prompt 
back to his terminal,  and he starts to enter passwords and usernames and submit these to the remote 
system for processing, does he “enter” the computer system at that stage, or is entry only facilitated when a 
username and password combination are authenticated by the system, such that  he can be said to be 
“logged in”?

In each of the steps above, the actions of the user consist of little more than sending particularly-crafted data  
packets to the machine, in the hope or expectation that (a) they reach the machine (i.e. are not blocked by a 
firewall), and (b) there is a server listening on the designated port on the machine, capable of interpreting the  
data packets. However, such a description could also apply to sending email, an activity expressly outside 
the scope of “access” - whilst  one might be able to differentiate the sending of email from accessing a  
system  through  physical  world  analogies,  it  is  harder  to  find  technical  substance  to  support  such  a 
differentiation. Indeed, perhaps one needs to fall back to the conceptual level, in which a particular activity  
simply “feels” more akin to entry than sending an email, but such an approach is highly undesirable from the  
point  of  view  of  certainty,  in  that  it  lacks  objective  criteria  for  the  determination  of  a  factual  matter.  
Alternatively, perhaps one needs to construe “access” widely, considering the transmission of an email within 
the scope of “access”, and using a second stage filter based on the concept of authority to limit undesirable  
effects – this approach is considered further below.

If it is complex to resolve the notion of “access” with respect to someone logging into a machine, such that it  
is difficult to determine, from a legal point of view, the moment at which a user can be said to have accessed  
a machine, it is even more complex when one examines modern behaviours, where the notion of “entry” to a  
computer may seem far devolved from the user's activity – the technicality of “access” and the reality of 
usage are diverse. In particular, with web browsing, and perhaps particularly with the favoured buzzword of  
“cloud” services, which is often accompanied with a waving of the hands skyward, perhaps relatively few of  
the users of the web, as opposed to the content creators and developers, actually realise that their browsing  
activity is little more than the retrieval of text and images from filesystems and databases on computers. As  
the name indicates, it  is likely that many people,  especially those not of a technical  persuasion, equate 
“surfing” the web with window shopping – simply looking through a window at a scene, rather than actually 
entering the shop. To enter the shop, the analogy might go, would be to wander through the file system of the 
web server, rather than rendering the pages in a browser.

The report to the Convention provides that:

“[t]he application of specific technical tools may result in an access under Article 2, such as the  
access of a web page, directly or through hypertext links, including deep-links or the application  
of ‘cookies’ or ‘bots’ to locate and retrieve information on behalf of communication.”3

On this basis, merely viewing a web page through a web browser – irrespective of whether one has passed 
a digital “stop sign”, or entered a password - would appear to be considered “access” for the purposes of Art.  
2. At a technical level, this makes sense – one is sending and receiving data packets to and from the web  
server, and is interacting with the machine. However, this approach in respect of web pages suffers from the 
same problem as that of logging in– that is to say, it does not recognise that retrieving a web page is a  
sequence, rather than a single action, and, as such, fails to indicate the precise point at which access is 
obtained, rendering it unclear at a technical level what differentiates web traffic from email traffic. Without 
this,  one  is  unable  to  determine  exactly  when  an  offence  might  be  committed.  However,  since  the  
Convention merely sets out requirements for local legislation, rather than being the basis of an offence in its 
own right, the lack of clarity, whilst regrettable for an international document, could be addressed at local  

3 “Explanatory Report to the Convention on Cybercrime” (2001) ETS No. 185, at paragraph 48



level.

English law:

The definition of “access” for the purposes of the English computer misuse legislation sits within the s17  
interpretative  provisions  to  the  Computer  Misuse  Act.  The  definition  is  more  detailed  than  that  of  the  
Convention, providing that a person secures access to any program or data if by causing a computer to  
perform a function, he:

“(a)alters or erases the program or data;
(b)copies or moves it to any storage medium other than that in which it is held or to a different 
location in the storage medium in which it is held;
(c)uses it; or
(d)has it output from the computer in which it is held (whether by having it displayed or in any 
other manner);”4

Unlike  the  Convention,  there  is  no  clear  statement  that  sending  an  email  to  a  computer  system falls  
expressly without the definition of “access” under English law. Since sending an email to a system is likely to 
result in it ending up in the mailbox of the intended recipient, even if just by virtue of appending a text file, the  
user alters the data on the hard drive or other storage medium in the computer, and would thus appear to fall  
within subsection (a) of s17. Although more prescriptive, the definition is arguably wider than that of the 
Convention, capturing most, if not all, interactions which a computer. 

In respect of web browsing, the case of Cuthbert5, in 2005, dealt with a web user who appended particular 
characters to a URL, in an attempt to discern whether the site through which he had just made a donation to 
a  charity  was  legitimate.  The  characters  in  question  (../../../),  when  executed  by  a  web server  without  
sufficient security restrictions, could traverse the directory structure of the server, potentially giving the user  
access to files below the webroot. The defence argued6 that Cuthbert had merely “knocked on the door” - an 
act which, in the physical world, would be unlikely to amount to trespass of the premises – but the argument 
did not succeed. Although the judge handed down the judgment “with considerable regret”, Cuthbert was 
found guilty of an offence under s1 of the Computer Misuse Act 1990, with the clear outcome that a user of a  
website is considered, for the purposes of the Act, to have secured access to the server on which the site is  
hosted. The decision attracted considerably criticism - 92% of the readership of technology site ZDNet UK 
which responded to a poll on the subject (over 1000 participants, according to ZDNet) considered that the 
conviction was wrong7 - but has not been overturned.

Conclusions on “access”:

Both the Convention and the Computer Misuse Act 1990 provide similar definitions of access, although not  
covering  exactly  the  same  areas.  However,  both  definitions  are  expansive,  covering  the  majority  of  
interactions a user could have with a computer system. Whilst there is a particular lack of clarity in exactly 
what acts might fall within the definition, which is a situation which merits, if not demands, correction, a wide  
definition of “access” in and of itself is not necessarily problematic; “access” is one element of the offence, 
with the requirement of a finding that the access was “unauthorised” or “without right” being part of the 
second limb of the offence.

By  construing  “access”  widely,  albeit  clearly,  whilst  taking  a  confined  approach  to  the  definition  of 
“unauthorised”, one can strike an appropriate balance between ensuring that users can go about their daily 
business  online  without  fear  of  criminal  repercussions,  whilst  simultaneously  providing  security  and 
protection of a legal form to supplement technical security mechanisms.

Authorisation:

Art.2 of the Convention requires that, in addition to the requirement of access to a computer system, the 
access must be “without right”. This principle is reflected in the Computer Misuse Act in s1(b) and (c) with the 
two step requirement that (a) the access which is secured is unauthorised, and (b) the user knows that this is 
the case – the test in the UK implementation introduces an additional requirement of knowledge.

4 s17(2) Computer Misuse Act 1990
5 Unfortunately, the case was not recorded in any law report, so discussion is limited to the information available in news reports and  

blog posts pertaining to the case.
6 http://www.zdnet.co.uk/news/security-management/2005/10/06/tsunami-appeal-site-hacker-found-guilty-39226548/
7 http://www.zdnet.co.uk/news/security-management/2005/10/10/tsunami-hacker-is-innocent-say-readers-39228025/



As with the meaning of “access”, the Convention does not provide a definition of “without right”. However, 
once again, the explanatory report provides insight into the intent of the Council of Europe, stating that:

“there is no criminalisation of the access authorised by the owner or other right holder of the  
system or part  of it”,  and further  that  “there is no criminalisation for  accessing a computer  
system that permits free and open access by the public, as such access is "with right."”.

s17 of the Computer Misuse Act provides that, for the purposes of English law, a user's access is deemed to  
be unauthorised where:

“(a)he is not himself entitled to control access of the kind in question to the program or data;  
and
(b)he does not have consent to access by him of the kind in question to the program or data  
from any person who is so entitled.”8

Whilst  the definitions are reasonably straightforward, there are a number of  questions-  in particular,  the 
nature of the authority.9

The concept of authority is integral to the offence of unauthorised access, yet it is undefined. However, it  
could encompass (at least) two possible constructs- technical authority, and legal authority. One might, for 
example,  be  legally  permitted,  in  the  sense  of  having  been granted permission,  to  access  a  particular 
system, but without the necessary account or credentials to make use of this permission. Conversely, one 
might have the technical capability of accessing a system (for example, by virtue of it being inadequately 
secured, or otherwise vulnerable to penetration), but without the legal or contractual  right to access the  
system.

The particular problem with the notion of authority being based in personalty, in the sense that it is something 
which can be granted by contract, or licensed, is that it would be a criminal offence to access a computer  
system in breach of contract – in other words, that a breach of contract, which is a civil matter, becomes 
criminal because the subject matter of that contract was access to a computer system. If I have the benefit of 
a contract to use a computer for a particular purpose, but use it for something else, I might have breached 
my contract,  and thus be liable to pay damages to  remediate the other  contracting party,  which is not  
unreasonable, but it looks disproportionate to impose a criminal sanction for such conduct.

In the physical world, trespass is not a crime – it is a tort. As such, if one trespasses on another's property,  
then one might be liable to pay damages, to put the other party in the position that he would be in the if the 
trespass  had  not  occurred,  but,  absent  other  aggravating  factors,  it  would  not  be  a  criminal  offence.  
However, if, in addition to the tort of trespassing, I commit theft, for example, I could expect to be charged  
with burglary10.  In the case of computer crime, the act of accessing the system is what one might term 
“cybertrespass” - the digital equivalent of walking across your lawn. Just as trespass only becomes a criminal 
offence when a further act, a crime in its own right, is performed, one might consider that cybertrespass 
should only be treated as a tortious matter, unless a further criminal act is performed – for example, the  
intentional or reckless deletion of data, a form of criminal damage11.

United States v. Lori Drew12

The sad  case  of  Megan Meier  provides  perhaps  the  best  discussion on  this  particular  point,  with  the 
indictment of Lori Drew, the mother of one of Meier's friends. Meier and Drew's daughter were good friends,  
but drifted apart – the trigger for Drew's subsequent action appears13 to be the point at which Meier indicated 
she no longer wished to be friends with Drew's daughter.

Drew created a false account on MySpace – false in the sense that the profile was purportedly that of a  
teenage boy, named Josh Evans - and engaged Meier in a series of increasingly friendly conversations using 
the Josh Evans profile. Whilst the conversation was initially flirtatious, Meier one day received a message 
from Drew/Evans, saying that “I don’t like the way you treat your friends, and I don’t know if I want to be  
friends with you”. This was followed with the message “The world would be a better place without you.” A few 
minutes after Meier read this message, she committed suicide, hanging herself with a belt in her bedroom.

8 s17(5), Computer Misuse Act 1990
9 There are a number of other issues which should be borne in mind when crafting a definition of “authority”, including clarity as to  

whether access in excess of authority, as opposed to access without authority, should be caught within the scope of the definition. 
Whilst there is case law on this, notably in the UK the cases of Bignall and Allison, which is worthy of consideration and analysis, 
such analysis will not be undertaken here, but it's necessity is recognised. 

10 s9, Theft Act 1968
11 s1, Criminal Damage Act 1971
12 United States of America v. Lori Drew , 2009, 2:08-cr-00582-GW
13 http://www.nytimes.com/2007/11/28/us/28hoax.html?_r=1



In  2008,  Drew was indicted on four  charges relating to  the Computer  Frand and  Abuse Act  –  the  US 
equivalent of the Computer Misuse Act. Of particular relevance here was the charge that Drew had failed to 
comply with the MySpace terms of service, and, as such, in respect of such out of scope activities, had  
committed a crime. In reaction to what appears to be an attempt to find a crime with which Drew could be 
charged, a number of organisations filed briefs with the court, in support of Drew, arguing that the breach of  
contract, in this case of the MySpace terms, was insufficient to permit a prosecution of unauthorised access.

Drew was initially convicted by the jury – concerned with the possible effects of the verdict, the Heritage 
Foundation commented that the decision “means that every site on the Internet gets to define the criminal 
law.  That’s  a  radical  change.  What  used  to  be  small-stakes  contracts  become  high-stakes  criminal  
prohibitions.”14

The Electronic Frontier Foundation filed a substantial brief as part of the appeal against this conviction15, 
arguing  that  the  US “Government’s  proposed interpretation of  the  CFAA in  this  case  is  ...  one that  is 
unsupported by case law or Congressional intent,  is overbroad and unconstitutionally vague, and would 
punish constitutionally protected activities” and concluding that “Megan Meier’s death was a terrible tragedy, 
and there is an understandable desire to hold the Defendant somehow accountable for it, if Defendant’s  
conduct  was as  alleged.  But  a  dangerously  overbroad  construction of  the CFAA would  criminalize the  
everyday conduct of millions of internet users.”

The judge in the case, district  judge George Wu, overturned the verdict, concluding with some thoughts 
which are worthy of repetition:

“Here,  the  Government’s  position  is  that  the  “intentional”  requirement  is  met  simply  by  a  
conscious violation of a website’s terms of service. The problem with that view is that it basically 
eliminates any limiting and/or guiding effect of the scienter element. It is unclear that every  
intentional breach of a website’s terms of service would be or should be held to be equivalent to  
an intent to access the site without authorization or in excess of authorization. This is especially  
the case with MySpace and similar Internet venues which are publically available for access  
and use. ... However, if every such breach does qualify, then there is absolutely no limitation or  
criteria as to which of the breaches should merit criminal prosecution. All manner of situations  
will be covered from the more serious (e.g. posting child pornography) to the more trivial (e.g.  
posting  a  picture  of  friends  without  their  permission).  All  can  be  prosecuted.  Given  the  
“standardless sweep” that results, federal law enforcement entities would be improperly free “to  
pursue their personal predilections.” ... 

In sum, if any conscious breach of a website’s terms of service is held to be sufficient by itself to 
constitute intentionally accessing a computer without authorization or in excess of authorization,  
the result will be that [the provision of the Computer Fraud and Abuse Act] becomes a law “that  
affords too much discretion to the police and too little notice to citizens who wish to use the  
[Internet].””

Orin Kerr, professor of law at George Washington law school, commented16 that the Drew case “... was an 
extremely important test case for the scope of the computer crime statutes, with tremendously high stakes  
for the civil  liberties of every Internet user.”  Indeed, if  the decision had not been overturned, one might 
wonder if a crime rate graph would demonstrate a massive, if not vertical, rise almost overnight, as all those 
who have failed to provide accurate information for a registration form, for example, move from breaching 
contracts to committing crimes.

Conclusions of the nature of authority:

Stepping back from the  Drew decision,  it  would seem apparent  that  an authority  based on contract  or 
consent – legal authority – would be a dangerous and disproportionate basis on which to regulate computer 
crime, potentially opening up many millions of web users to criminal  prosecution at the whim of website 
operators. The alternative, then, would be to base the concept of authority on that of technology – that  
someone with technical access to a computer system does not commit an offence solely by virtue of making 
use of that access.

That being said, whilst it is clearly attractive to leave contractual authority out of the picture, adopting a 
definition based on technical authority is not without problems either. In particular, it would, in effect, create  
an onus on individuals to secure their computer systems against external use. Whilst this may seem a rather 
reasonable requirement, until consumer grade hardware and software is configured, by default, in a manner  

14 http://www.nytimes.com/2008/11/28/us/28internet.html?ex=1385614800&en=660f9239fe3c6450&ei=5124
15 “Brief of amici curiae Electronic Frontier Foundation et al in support of defendant's motion to dismiss” (September 4 2008) Electronic Frontier 

Foundation
16 http://volokh.com/posts/1251601962.shtml



which provides security to the end user, recognising that there is a difference between someone who uses a 
computer, and someone capable of administering one, such a definition would run the risk of providing legal  
authority (or, rather, not prohibiting) third parties from making use of poorly configured systems. Similarly, a  
user may have taken all reasonable or, indeed, possible steps to ensure the security of their infrastructure, 
and yet a third party might still obtain access by means of a software bug.

In each of these cases, one must balance the need to protect the end user with that of avoiding a criminal 
offence with a disproportionate scope. However, even appreciating the necessity of this balancing act, and 
bearing in mind the potential pitfalls and limitations of a definition based on technical authority, the severe  
and  reasoned criticism of  the  original  jury  decision  in  Drew renders  it  difficult  to  prefer  a  definition  of 
“authority” based on, or incorporating, the notion of legal, contractual authority. 

It  is  important  also to remember that  the definitions do not  exist  in a vacuum – both the definitions of  
“access” and of “authority” form part of the same offence. As such, as described above, if the definition of  
“access” is to be a wide one, the definition of “authority” should be appropriately narrow, providing the filter 
for the offence. Orin Kerr argues in favour of this approach, commenting that it:

“draws a workable line between privacy and openness.  It  protects the privacy of users who  
guard their information effectively, but it also allows individuals to use the Internet without fear of  
criminal prosecution for a violation of sometimes incomprehensible contractual limits on use.”17

Concluding thoughts on the criminal nature of unauthorised access:

Whilst the analysis above has focussed on particular nuances of the offence of access without a right, there  
is an overall theme, questioning whether mere unauthorised access – cybertrespass – should be a criminal  
offence, rather than a tort. The preamble to the Convention on Cybercrime notes that the Council of Europe 
is “[c]onvinced” that the convention is necessary to deter cybercrime, with its weapon of choice being “the  
criminalisation of such conduct”,  and, as such, it is clear that the Council  of Europe regards walking on 
another's digital grass to be a form of cybercrime. Whilst there is insufficient space for a detailed analysis of  
what it means for something to be a criminal offence, it is worth spending a few moments considering this  
issue, if only to contextualise discussion.

In the mid eighteenth century, jurist William Blackstone proposed a definition of “crime”, arguing that “[t]he 
distinction of public wrongs from private … seems principally to consist in this: that private wrongs, or civil  
injuries, are an infringement or privation of the civil rights which belong to individuals, considered merely as  
individuals: public wrongs, or crimes ... are a breach and violation of the public rights and duties, due to the  
whole community, considered as a community, in its social aggregate capacity.”18 The definition separates 
the roles of the individual and of the community, posing that, for an act to a crime, it should not cause merely  
personal damage or harm, but should be offensive to the whole community.

Almost two hundred years later, Henry Hart Jr posited a similar definition, describing a crime as “conduct 
which,  if  duly  shown to  have  taken  place  will  incur  a  formal  and solemn pronouncement  of  the  moral  
condemnation of the community”.19 Like Blackstone, the harm caused by a crime must be more than merely 
personal  -  if  cybertrespass  is  to  be  a  crime  according  to  Hart's  definition,  it  must  attract  the  “moral 
condemnation” of the community, which is a considerable threshold.

Not  all  commentators  and  jurists  adopt  a  definition based on societal  impact  and  repugnancy,  though. 
Posner,  for  example,  writing  in  1985,  proposed  a  theory  of  criminal  law  based  on  economics20,  and 
considered that conduct should be criminal, rather than civil, when a civil remedy would “bump up against a  
solvency limitation.” On this approach, anything which is remediable by damages payable by the individual  
should remain a civil matter, whilst anything which demanded damages in excess of the quantum payable by  
an individual should be treated as a criminal matter. In the case of cybertrespass, it would be difficult to see  
what damage, in itself, cybertrespass would cause – whilst time and effort may be expended in working out 
how the system was accessed, and putting in place suitable technical countermeasures, it is difficult to see 
why such expenditure should be recoverable, since one should, arguably, have taken such steps proactively.

To  criminalise  the  act  of  cybertrespass  followed  by  the  erasure  of  data,  for  example,  might  be  

17 “Cybercrime's Scope: Interpreting 'Access' and 'Authorisation' in Computer Misuse Statutes ”, Orin Kerr, NYU Law Review, Vol. 78, 
No. 5, pp. 1596-1668, November 2003, at page 1600.

18 “Commentaries on the Laws of England ” (1832) William Blackstone, Volume II, Book IV
19 "The Aims of the Criminal Law", Henry M. Hart, Jr.,  Law and Contemporary Problems , vol. 23 (1958), at page 404
20 “An economic theory of criminal law” (1985), Richard Posner, Columbia Law Review, vol. 85, October 1985



understandable, in the same way that burglary, in the physical world, embodies the concept of trespass, but 
requires the commission of an additional offence. However, one might remain justly sceptical, based on the  
principles above, as to whether the mere act of access a computer system without authority would attract 
sufficient  moral  or  community  condemnation to  be treated as  anything  other  than a tort,  remediable  in 
damages.


