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Introduction:

As well  as regulating the processing of personal data within Europe, directive 95/46/EC recognises that 
“cross-border flows of personal data are necessary to the expansion of international trade.” 1 However, as 
might be expected, whilst the transfer of personal data outside the confines of the European borders is  
possible, it is only permitted in accordance with the provisions of the directive. This theme report will initially 
examine the trans-border requirements set out in Arts. 25 and 26 of the directive, before focussing on the 
concept of binding corporate rules, particularly with reference to multi-national corporates seeking to transfer 
personal data outside the EEA.

The EU regime:

The tenets of trans-border data flows are set out within Arts. 25 and 26 of directive 95/46/EC – Art. 25 sets  
out the principles of the framework, and Art. 26 the derogations.

Article 25:

The fundamental  premise of  Art.  25 is  that  of  adequacy –  the notion that  the third  country  to  which a 
controller wishes to transfer data must provide an adequate level of protection for those data. As the UK's 
Information Commissioner's Office notes, “the test is adequacy, not equivalence”2 - a third country is not 
required to set equivalent standards to those imposed under the European regime, provided that, in respect  
of all the circumstances surrounding a particular data transfer, the protection afforded by that third country is  
adequate. Subsection 2 to Art. 25 sets out a number of considerations to which particular attention needs to 
be paid in making such an assessment. 

Finally, Art. 25 empowers the Commission to make findings of adequacy, or lack thereof, in respect of third  
countries. Where the Commission finds that there is not an adequate level of protection in a third country, 
Member States are obliged to take measures necessary to prevent transfers of data to that country, although 
the restriction is limited to data “of the same type” - this envisages the situation in which protection for certain  
types of data is adequate, but that the protection is inadequate in respect of other – perhaps more sensitive -  
types. These restrictive measures must be lifted if the Commission subsequently determines that the level 
has become adequate, with an onus on the Commission, under subsection 5, to attempt to remedy the level  
of protection in a third country in the event of a finding of inadequacy.

Article 26:

Despite the obligation on Member States to prevent transfers of personal data to third countries, where the 
protection has been found by the Commission to be inadequate, Art. 26 provides for circumstances in which 
a transfer may still take place; indeed, Art. 26 as a whole focusses on derogations for the regime of Art. 25,  
enabling the perhaps significant consequences of a preclusion of international trade to be mitigated in certain 
circumstances. These derogations take two main forms – firstly, one or more of a series of conditions is met,  
and, secondly, where a Member State authorises the transfer based on protections adduced by the data  
controller – providing what the Art. 29 Working Party has referred to as a “broad margin of manoeuvre”3. 

The conditions of Art. 26(1) permit transfer when the data subject has “given his consent unambiguously”. It  
is insufficient that consent is merely given to such a transfer – the consent must be given “unambiguously”,  
which  would  suggest  a  heightened  degree  of  awareness  and  approval  by  the  data  subject.  Such  an 
approach fits with the overall  principles of the European privacy regime, with the increased requirement 
reflecting the increased risk associated with the transfer of personal data to a third country which has been  
found inadequately protective. As the Art. 29 Working Party notes, this consent must be “freely given, specific 
and informed”4. Similarly, because the threshold is a high one, it is unlikely that implied consent would be 
sufficient to enable transfer under this derogation – for a data controller to transfer the data, the controller 
must secure more than a mere failure to object; burying the relevant provision in a series of lengthy terms on  
a website, or a minute “opt-out” box in a purchase order, is unlikely to meet the necessary standard.

If a data controller is unable to rely on, or secure, unambiguous consent to a transfer, it might be able to  
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continue with the transfer on the basis of necessity of circumstance, within the scope of Art. 26(1)(b) to (e). 
However, and, again, appropriately, the standard of “necessity” is a high one – it is unlikely to be the case 
that mere expediency would be considered “necessity”, nor because the transfer was the most favourable of  
a number of options available. RAND Europe, in a paper for the UK's Information Commissioner's Office5, 
argues  that  a  derogation  of  necessity  “should  be  kept  to  the  strict  minimum  required  to  achieve  the 
envisaged legitimate objective”, considering that the effect of the provision is a derogation from the right of  
privacy under Art.  8 of the  European Convention for  the Protection of  Human Rights  and Fundamental 
Freedoms – in other words, that the principle of proportionality requires that a derogation based on necessity  
is construed narrowly.

The final – and, for the purposes of this theme report, the most important - derogation under Art. 26 relates to 
situations in which a data controller adduces adequate safeguards to the third country processing, referring 
in particular to “appropriate contractual clauses”. The principle is that, whilst the basic legislative position 
under third country law might be inadequate, obligations under the law of contract, or on another binding 
basis, may secure adequate protection in a particular circumstance. With the general principle set out in Art. 
26(2), subsection 4 builds on the reference to contract law, by providing for “certain standard contractual  
clauses” - this has manifested itself in two sets of standard clauses; one for controller-to-controller transfers6, 
and one for controller-to-processor operations7, revised in early 2010. The purpose of these clauses is to 
offer companies seeking to transfer data outside the EEA a “straightforward means of complying with their  
obligation to ensure "adequate protection" for personal data.”8

However, whilst these clauses might provide an easy compliance mechanism for smaller companies, with 
few resources to dedicate to the management of privacy,  or else in respect  of  companies who transfer 
personal data outside the EEA on a less frequent basis, they are sub-optimal for companies with operational  
bases in third countries, where transfer of personal data is a regular operational requirement. In such a 
situation,  the “straightforward” standard clauses become the basis of a complex network of contracts, a 
spider web of data protection documents, focussed on shifting paperwork and signatures rather than on 
operational compliance and best practice. For companies seeking a more structured framework for third  
country data transfers, the concept of binding corporate rules might be more effective in achieving the end 
result of ensuring the adequate protection of personal data of EU data subjects.

Binding corporate rules:

The basic premise of binding corporate rules – BCRs – is set out succinctly in the Art. 29 Working Party's  
2003 paper9.  The Working Party, exploring “the possibility of unilateral undertakings surrounded by solid 
guarantees”, grounds BCRs as a framework set up within a multi-national company, under the responsibility  
of the headquarters (usually), with binding and legally enforceable effect, regulating the international transfer 
of personal  data. In effect,  the approval of the BCR regime in accordance with Art.  26(2) establishes a  
microcosm of the EEA within the multi-national corporate's footprint, breaking down the border between EEA 
and non-EEA countries for that company group.  The European Privacy Officers Forum, composed of data 
protection  compliance  officers  and  internal  legal  counsel  in  charge  of  data  protection  in  Europe  from 
approximately  forty  multi-national  companies10, considers  BCRs as an “attractive idea”,  providing “some 
hope for multi-national organisations of a more flexible regulatory regime for data exports.”11

Although the effect of the BCRs is to bind – both in terms of legal enforceability and in terms of compliance –  
third  country  companies  to  the  standards  required  of  EU  data  protection  law,  this  only  applies  to  the 
protection of EU citizens' data. Data relating to the citizens of the third countries can remain outside the 
scope of the BCR framework, with controllers allowed to “legitimately differentiate”12 between these data and 
EU personal data, although the Art. 29 Working Party, perhaps unsurprisingly, encourages the application of  
EU standards to these data too. This distinction is an important one, in that the imposition of the EU regime 
on a third country's native processing operations might act as a disincentive to the adoption of the BCR 
regime, since this would represent an additional cost of compliance to the corporate in question, without  
strengthening the protection for European data subjects. Whilst, in the interests of globalisation of privacy 
protection, it  is understandable why a body composed of privacy regulators would champion the idea of  
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applying the European regime to native processing in third countries, it makes good economic sense to  
leave this as an option, rather than a requirement.

Whilst a multi-national corporate can make the internal decision to proceed with binding corporate rules, and 
might have an idea of what it might wish them to encompass, the company cannot act alone in establishing 
the regime.  Art.  26(2)  provides that  a Member  State  “may authorize a  transfer  or  a  set  of  transfers of 
personal data to a third country”, and Art. 26(3) obliges a Member State to notify any such authorisations to 
the Commission, and to other Member States, giving them a right of objection. In an attempt to minimise the 
number of  discussions which a company seeking to implement BCRs might  need to have with multiple  
national regulators, a number of European data protection authorities have agreed a “mutual recognition” 
procedure, enabling the regulator in the main territory of the company (generally where the headquarters is 
located)  to  act  as  the  lead  authority;  the  role  of  the  lead  data  protection  authority  “is  to  facilitate  the  
authorisation process”13, circulating the draft BCRs to other impacted regulators, and communicating their 
comments.  Once the lead regulator  approves the draft  BCRs, the other  regulators  mutually  accept  this 
approval.

On the face of it, this would seem to be a useful and beneficial system, enabling the company to build a  
relationship with the regulator in its main territory and reducing the need for multiple duplicative discussions. 
However,  the  European  Privacy  Officers  Forum  has  commented  that,  whilst  it  welcomes  the  mutual  
recognition procedure,  the  overall  BCR approval  process  remains  costly  and  relatively  lengthy14 –  both 
attributes which are likely to reduce the uptake of such privacy enhancing measures. RAND Europe goes 
somewhat further  in its criticism, condemning the “passporting” of  BCRs through the mutual recognition 
process as “counter-productive”15, referring to the increased stringency with which the lead authority reviews 
draft BCRs, on the basis that its approval will be binding across several Member States. In particular, if a  
company is seeking the approval of BCRs which deviate substantially from those rules which have been 
previously approved, the stringency is likely to be further increased – whilst  recognising that  a detailed 
review might be considered appropriate, to ensure the adequate protection of privacy, the system needs to  
be swift and effective, to encourage the adoption of such measures. 

Whilst a BCR regime may bring flexibility, companies bound by BCRs are not exempted from compliance 
with data protection law; the existence of a globalised standard for protection of personal data does not 
remove the requirements for fair  and legitimate processing,  and other principles relating to data quality. 
Similarly,  the  rules  themselves  must  comply  with  national  data  protection  legislation.  Although  the 
maintenance of national legal requirements is based in the need to protect the national citizens' personal 
data, there is a considerable risk that such an approach could undermine the attractiveness of BCRs to 
multi-national corporates, in particular in respect of notifications to local data protection regulators. If, despite 
a binding obligation to operate within the rigid framework of an approved BCR regime, a company is still  
required to make a notification, or, worse, seek an approval, from a local regulator, in respect of the transfer  
of personal data to a third country, one might legitimately question the value of having the BCRs.

Finally, it is important to note that BCRs apply only to intra-group transfers – situations in which personal  
data is transferred between members of the multi-national corporate. If the company needs to engage third 
party  companies to process data, for example as part of  a service contract  or outsourcing activity,  that 
transfer will not be covered by the BCRs, leaving the relevant data controller to follow the standard Art. 26 
approach, most likely through the establishment of a data processing agreement containing the standard 
clauses.

Conclusion:

Transfers of personal data to third countries are an inevitable part of a globalised society, with businesses 
keen to explore opportunities, and exploit cost savings, abroad, and so a regime which carefully balances 
the need to ensure adequate protection with the need to enable international trade is critical. The European 
regime  makes  a  good  attempt  at  doing  this,  with  a  solid  general  principle  and  a  number  of  practical 
derogations, but suffers from imposing a “one size fits all” approach.

Whilst  Art.  26  gives  Member  States  scope  to  approve  mechanisms  based on  an  individual  company's 
security  regimes,  which  adduce  adequate  protection,  the  Art.  29  Working  Party,  in  respect  of  binding 
corporate  rules,  comments  that  it  “shares  the  concern  expressed  by  some  national  data  protection 
authorities  in  the  sense  that  they  may  lack  sufficient  resources  to  deal  with  numerous  requests  for  
authorisations in a lengthy and negotiable manner. It is confident that corporations will bear these limitations 
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in mind and will endeavour to submit applications as close as possible to the recommendations contained in  
this working document.” Flexibility, it seems, is limited to minor variations of a recommended approach.

The concept of binding corporate rules is a beneficial one, enabling companies with sufficient resource to 
take responsibility and liability for transfers within their own group, but into third countries, letting the main  
company of  the  group effectively  act  as the  group's  own data protection authority.  Although BCRs are 
undoubtedly in their infancy, the Art. 29 Working Party considers the current position a “solid first step”, on 
which more  national  authorisations  of  self-regulatory  and  co-operative  approaches can be build.  RAND 
Europe, taking a more pessimistic view, comments on the “extreme difficulty for data controllers to adopt 
BCRs”, indicating that there is more work to be done. In considering optimisations to the BCR procedure,  
one  might  consider  both  the  adoption  process,  in  terms  of  lowering  cost  and  increasing  speed,  but,  
importantly, the ongoing need to comply with local notification or approval obligations for transfer of data to  
third countries – this strikes at the very heart of a BCR regime, substantially limiting its attractiveness.

When proposing reform of a system with limited adoption, one always needs to consider whether adoption is 
limited simply because the system in question is in its infancy, such that it merely needs time, or whether the 
limitation arises from a fundamental  defect  in the system,  which,  if  removed,  would facilitate  increased 
uptake. In the case of BCRs, the cost of their implementation, and the time and effort taken to implement  
them, may well stand in the way of more wide-spread adoption, and so one might consider whether the 
overall Art. 26 system could be improved, to ensure that, whilst adequate protection is given to European 
personal data, companies can transfer these data to subsidiaries in third countries with the minimum of fuss.

As such, since the European Commission considers it acceptable for companies to take responsibility for 
their own groups, using BCRs to demonstrate adequate protections, one might consider an amendment to 
the substance of Art. 26, providing for a simple derogation under subsection (1),  whereby a company is 
permitted to transfer personal data to a subsidiary in a third country, where that company, or a company in its  
group domiciled within Europe,  takes legal  responsibility  for  ensuring the adequacy of  protection of  the 
personal data which are the subject that transfer. In effect, if one company in a group is prepared to step up  
to the plate, and accept responsibility  for its internal  transfers outside the EEA, and commit to ensuring 
adequate protection, the benefit of BCRs would be achieved, without the accompanying bureaucracy and 
administration. Whilst one would need to carry out a thorough risk assessment of such a change, particularly  
since its core is in the removal of prior scrutiny and approval by a data protection authority, privacy-conscious 
companies – perhaps those most likely to investigate BCRs in the first place – might prove sufficiently robust 
and trustworthy for such an approach to be beneficial.


