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Like the computer systems which it primarily seeks to regulate, directive 95/46/EC defines “personal data” in 
binary terms; at a given point in time, in the hands of a particular individual, a piece of information either is, or is 
not, personal data. The effect of this dichotomy is stark - if something is not personal data, the protections and 
restrictions of the directive do not take effect, and, conversely, if something is personal data, it is subject to the  
provisions of the directive.

This theme report examines whether such a dichotomy is appropriate, concluding that an outcome/risk-based 
approach to the definition would provide greater protection for individual privacy.

The object of directive 95/46/EC:

Unlike  the  European  Convention  on  Human  Rights1,  the  European  Charter  of  Fundamental  Rights  and 
Freedoms distinguishes between the protection of personal data, and the right to respect for one's private life;  
Art. 8 of the Charter provides that “[e]veryone has the right to the protection of personal data concerning him or  
her”, in what the Art. 29 Working Group has referred to as an “autonomous right”.2

Arguably  doing explicitly  what the Convention does implicitly,  directive 95/46/EC bridges the individualised 
notions of the Charter, providing that its primary object is the protection of “the fundamental rights and freedoms 
of natural persons, and in particular their right to privacy with respect to the processing of personal data.” 3 The 
directive further seeks to ensure the “free flow of personal data” between Member States.4

An appropriate definition of “personal data” is thus critical to the efficacy of the legislation in achieving its object. 
If the definition is too narrow, it will not ensure adequate protection of individuals, since such processing would 
fall outside the ambit of the directive, whereas an overly broad definition would place restrictions on activities  
which pose minimal privacy risk, placing a disproportionate burden on the data controller.

The definition of “personal data”:

Art. 2(a) of the directive defines “personal data” as:

“any information relating to an identified or identifiable natural person ('data subject'); an identifiable person is one who can  
be identified, directly or indirectly, in particular by reference to an identification number or to one or more factors specific to  
his physical, physiological, mental, economic, cultural or social identity ”

The UK legislation which implements the directive, the Data Protection Act 1998, defines5 “personal data” rather 
differently:

“data which relate to a living individual who can be identified—
(a) from those data, or

(b) from those data and other information which is in the possession of, or is likely to come into the possession of, the data  
controller,

and includes any expression of opinion about the individual and any indication of the intentions of the data controller or any  
other person in respect of the individual ”

The directive definition, then, has two constituent parts – firstly, whether a natural person (i.e. excluding legal 
personae) is  identifiable,  and secondly whether  the information in question relates to that  individual6.  This 
definition is  a broad one,  and intentionally  so –  in  a  communication accompanying a  revised draft  of  the 
directive during its drafting, the European Commission noted that “[t]he amended proposal meets Parliament's 
wish that the  definition of “personal data" should be as general as possible, so as to include all information 
concerning an identifiable individual”.7

However, the Act encompasses data relating to a “living individual”, which likely narrows the directive's scope,  
since the “natural person” of the directive may be deceased, whereas the use of the present participle in “living  
individual” indicates that the data subject must be alive. Similarly, whilst the Act's definition requires data which 

1 The European Convention on Human Rights requires respect for one's private life, per Art. 8, but makes no express reference to the 
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“relate” to a living individual, the identifiability test is more prescriptive than the directive; the directive merely  
states  that  one  is  identifiable  if  that  person  “can  be identified”,  without  limitation,  whilst  the  Act  refers  to  
identification from the data which the would-be data controller are processing, and to identification from the 
composite of those data and other information the data controller possesses, or is “likely” to possess.

Whilst the regime for the protection of individual privacy is supposed to be harmonised, there are material 
differences  between  national  implementations  –  differences  which  make  ascertaining  a  Europe-wide 
benchmark for  privacy protection difficult,  through lack of uniformity.  For example, the lack of  clarity as to  
whether information pertaining to someone who has died falls within the data protection regime or not reduces 
the  efficacy  of  the  legislation  in  preserving  personal  privacy,  since  information  pertaining  to  a  deceased 
individual may provide significant information about a living individual, particularly a blood relative8.

The effect of the prescriptive binary definition:

Although the lack of uniformity is in itself a barrier to the effective accomplishment of the aims of the directive 9, 
the core of the definition causes greater problems. 

As discussed above, the definition of “personal data” is prescriptive, in that it sets out a series of characteristics 
by which personal data can be recognised.  Additionally,  it  is  a binary definition -  if  a piece of  information 
matches the prescriptive criteria, it is personal data, and thus falls within the directive's ambit, otherwise it is  
not. Such a prescriptive binary definition is not necessarily problematic, provided that the characteristics which 
form the definition of “personal data” are an adequate proxy for the risk of harm to an individual's privacy, which  
is the harm which the directive seeks to allay. Unfortunately, this is not the situation in which we find ourselves  
today,  as  the  definition  fails  to  satisfy  this  requirement  with  respect  to  modern  day  data  handling  –  the 
prescriptive definition leads to discussions based on dictionary terms, rather than privacy-focussed outcomes, 
which can lead to counter-intuitive results. Generally, these can be classed as (a) situations in which the effect  
is too weak, leaving certain data outside the regime, and (b) situations in which the effect is too strong, having 
an overbearing effect on certain data.

(a) Situations in which the effect is too weak

Consider, for example, the numerous debates as to whether an IP address, otherwise than in the hands of the 
issuing access provider, meets the definition of “personal data”. In response to the leak of the (then-draft) Anti-
Counterfeiting  Trade  Agreement,  the  European  Data  Protection  Supervisor  opined10 that  the  tracing  of 
individuals  alleged  to  be  engaged  in  online  copyright  infringement  is  a  practice  “highly  invasive  in  the 
individuals’ private sphere”, which “amounts to an interference with [the alleged infringer's] rights to respect for 
their private life” - the language of the Supervisor here is clearly focussed on the risk of harm to an individual's  
right of privacy. After a discussion of the nature of an IP address, and the methods for tracking infringement, the 
Supervisor states that “it is only possible to conclude that IP addresses and the information about the activities 
linked to such addresses constitutes personal data in all cases relevant”.

However, the Parisian Court of Appeal has ruled11 that an IP address captured by a company employed by a 
rightsholder as part of an anti-piracy drive did not constitute personal data, on the grounds that the IP address  
was used for “le constat de la matérialité de l’infraction et pas dans l’identification de son auteur” - it was used 
to determine whether an offence took place, and not in the identification of the alleged infringer, even though it  
provides the only link to a natural person or living individual.

Similarly, Charleton J, in the Irish case of EMI v. Eircom12, held that an IP address supplied to EMI by its sub-
contractor DtecNet was not personal data, since he did “not regard it as at all likely that [EMI] will attempt in any 
way to use the IP address as supplied to them by DtecNet of those engaged in illegal downloading in order to 
find out their names and addresses”, despite holding that “the plaintiffs had previously engaged in expensive 
litigation ... to find out who they were”13, and despite the fact that EMI was seeking to force Eircom to take 
action against the account holder, including communication, suspension and, eventually, account termination.

By focussing on the specific prescriptive elements of the definition of “personal data”, rather than adopting a  
outcome-based  approach,  the  two  judges  reached  a  position  considerably  different  to  that  of  the  EU 
Supervisor,  and the Art.  29 Working Group. Indeed,  by finding that  the IP addresses in  the hands of  the 
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detection agencies  and  the  employing rightsholders were  not  personal  data,  the  judges ensured  that  the  
processing of  the IP addresses fell  outside the ambit  of  data protection law, offering no protection for  an 
individual's rights, despite the clear impact that such processing would have on individual privacy.

(b) Situations in which the effect is too strong

Conversely,  the  prescriptive  definition may mean that  steps  being taken to  improve individual  privacy are 
treated with the same rigour and requirements as actual exploitation of the data - a data controller may be 
dissuaded from taking other steps to minimise risk to individual privacy (for example, by anonymising data 
sets), because the obligations of the regime on the data controller are not lessened. In other words, “a strict 
interpretation of data protection law has the potential  to  threaten the advancement of  anonymisation as a 
practical concept.”14

In his recent analysis15 of federated access management - a recognised Privacy Enhancing Technology16 – 
Andrew Cormack concludes that “the current state of confusion appears both to be permitting some privacy-
invasive activities to take place outside the scope of regulation and to be discouraging (because of the legal 
uncertainty)  the  adoption  of  technologies  that  can  significantly  improve  privacy”.  In  particular,  Cormack 
considers that “[t]he problem for courts is that current law and practice seem to contain only a crude binary 
distinction between personal data and non-personal data. Once information has been placed in one or other  
category some of the legal requirements are absolute...”

An alternative approach?

As discussed above, the current definition is a prescriptive binary one, focussed on inputs and classifications,  
rather than on risks and outcomes; it is these very traits which make it problematic. An alternative outcome/risk  
approach, aimed at securing the object of the directive by examining the overall outcome of the processing of a 
particular piece of information, by the controller in question, in terms of the risk to individual privacy, would be a 
desirable - but by no means the only17- alternative to the prescriptive binary definition. Such a contextualised 
approach, based on the impact on an individual,  would lead to increased standards of protection, both by  
ensuring that activities which could harm privacy were brought within the scope of the regime, irrespective of  
their exact form or nature, and by incentivising controllers to invest in activities aimed at benefitting individual 
privacy

Both  ICO and the  European Commission would  seem to  support  such an approach.  In  summarising the  
responses to its consultation, the European Commission acknowledges that “[a] frequent comment is that the 
Directive should focus less on prescriptive requirements and more on substantive outcomes, leaving open the 
different means to reach those outcomes,”18 whilst ICO, inputting to the consultation, wrote that “[a] simple ‘all 
or nothing’ approach to data protection requirements no longer suffices... The requirements should be more 
clearly linked to the risk to individual privacy.”19 

Importantly, this approach is based both on outcome and risk, with a “sliding scale” of compliance obligations  
providing for different levels of protection in the recognition that not all risks to privacy are of the same severity,  
removing  what  ICO  has  called  “excessive”20 compliance  requirements.  RAND  Europe  comments21 that 
“Member States, facilitated by the European Commission, need to seek agreement on efficient interpretation, 
implementation and enforcement of the Directive, including encouraging the use of a risk-based approach”, with 
a reference to processing of IP addresses as an example of the problems with the current prescriptive binary 
approach:  “a  website  that  uses  IP  addresses  to  determine  the  likely  origin  of  a  visitor  for  language 
customization purposes clearly uses information 'to determine the treatment of a specific person; and 'to have 
an impact on a specific person'. Thus, data protection rules would apply, regardless of the apparent lack of  
privacy risk.”

Lastly – although by no means least – a revised definition should be implemented without variation in each of 
the Member  States.  Whilst  there might  be latitude to  take particular  national  concerns into  account  when 
assessing the risk in a particular case, a standardised methodology, to ensure a uniform regime should be  
considered central to preventing fragmentation and facilitating cross-border data transfer in the single market.

14 “European Privacy Officers Forum submission on the review of the data protection directive ” (2009), European Privacy Officers Forum
15 “When a PET is a Chameleon” (2010) Andrew Cormack.
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