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“Instantaneous photographs and newspaper enterprise have invaded the sacred precincts of  
private  and  domestic  life;  and  numerous  mechanical  devices  threaten  to  make  good  the  
prediction that "what is whispered in the closet shall be proclaimed from the house-tops."1” 

In the 120 years since Warren and Brandeis made this pronouncement, technological progress has been 
considerable, both in scale and in scope. The instant cameras which could, by virtue of the publication of  
unwanted imagery, inflict on a subject “mental pain and distress, far greater than could be inflicted by mere 
bodily  injury2”,  have  been joined  – in  some cases  replaced  –  by radiation-based scanners,  capable  of 
reproducing in a matter of seconds the likeness of a subject's naked body, despite them remaining fully-
clothed3, and the business model of the newspaper enterprises challenged by the rapid, digitally-perfect, 
instantaneous publication and communication enabled by the Internet. Similarly, that which can be imagined 
has grown considerably too4.

However, whilst technology may have advanced, there remains no unified understanding of what “privacy” 
actually means, perhaps for understandable reasons.

As Levin and Nicholson argue5, concepts of privacy vary significantly between nations, citing Europe and the 
USA in particular as having notable diverse interpretations. The USA, they argue, bases its understanding of  
privacy on the concepts of liberty and freedom, where “privacy is ensured only when government leaves one 
alone”, whereas the European notion of privacy, involving governmental regulators and supervisors, favours 
“control over … public persona and … dignity.” With such different understandings of the harm which privacy 
law(s)  in each country  is intended to curtail  or  regulate,  finding an internationally-accepted definition of  
privacy, which suits the social and cultural differences of each nation around the world, is likely to be hugely  
difficult.

However, it would be mistaken to consider that even the member states of Europe were unified on the issue  
of privacy - in the context of data protection, for example, the “special categories of data” defined in Art. 8 of  
directive 95/46/EC embody data categories of particular concern to certain member states, reflecting national 
sensitivities (e.g.  the inclusion of  trade union membership),  rather than concerns shared by all  member  
states, although the mere existence of the directive is testament that some degree of harmony, or at least  
living with the concerns of others, is possible.

Similarly, the UK's initial implementation of data protection legislation was not driven by a perceived need to 
protect  its  citizens  from  harm,  but  rather  to  protect  the  UK  from  financial  harm  through  decreasing 
international  trade  caused  by  inadequate  protection  of  the  personal  data  of  the  citizens  of  its  trading 
partners; the announcement that the UK would seek to implement data protection legislation came a full ten 
years after the adoption of legislation in Germany. Likewise, whilst Sweden adopted legislation shortly after  
Hesse, in 1973, its origins are somewhat different to the Hessian legislation, constructed as an extension of 
pre-existing freedom of information,  previously applicable to official  information,  into the Swedish private 
sector.

Furthermore, sensitivities and concerns are not static, and understandings of what privacy law should protect  
reflect on the behaviours and expectations of society at a given point in time - as Eady J opined in Mosely6, 
“[t]he modern approach to personal privacy … is very different from that of past generations”. What would be 
anathema to  one  generation may  be  considered  acceptable,  even  desirable,  by  another  –  the  relative 
anonymity of cash-centric shopping contrasted with the data gold mine of online shopping and loyalty cards, 
for example. Likewise, the qualifications to privacy – on the assumption that whatever privacy might mean, it  
is  not  absolute  –  move with  society;  for  example,  the  imposition  of  privacy-intrusive  body scanners at  
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airports, and “stop and search” powers granted to police7, each in the name of preventing terrorism.

Since the need for legislation arises from different footings, and is dynamic rather than static, it is perhaps 
unsurprising that the development of a framework for protecting privacy has been rather piecemeal, with  
legislative responses arising to particular challenges and circumstances.

In  particular,  much attention  has  been given  to  the  processing of  personal  data,  especially  automated  
processing. Building on the work of the Council of Europe's 1981 convention 8, and that of the OECD9, the 
European Parliament has enacted directive 95/46/EC, to put in place a minimum threshold for the protection 
of personal data, with the joint aims of protecting individuals and promoting a climate in which data can be 
easily transferred across borders, to facilitate pan-European trading and data exchange.

The development of a minimum standard has an impact outside the European states too– Art. 25(1) of the 
directive provides that the “transfer to a third country of personal data ... may take place only if ... the third 
country in question ensures an adequate level of protection”. As such, if a non-European country wishes to 
be able to process European data, it must satisfy the European Commission that its protective mechanisms 
are suitable. In the case of the USA, for example, the US government confirms the analysis of Levin and 
Nicholson, acknowledging in its official export guidance10 that “the United States takes a different approach 
to privacy from that taken by the European Union”, but stresses that “the United States and the European 
Union share the goal of enhancing privacy protection for their citizens”. Whether motivated by a desire to 
protect individuals, or to protect the USA's trading interests, the US enacted a “safe harbor” framework, to 
enable US organisations to comply with the requirements of the directive.

Protection of personal data, however, is not the limit of privacy regulation; in many ways, it is but a subset of  
the concept of privacy, tackling a specific ill. Thus, whilst in the preamble to the 1981 Convention, the Council 
of Europe twice refers11 to the purpose of the convention as being to ensure the “respect  for privacy”12, 
privacy law needs to  encompass more  than mere  data  protection to  offer  holistic  privacy protection to  
individuals.  Indeed,  whilst  the  European  Charter  of  Fundamental  Rights  recognises  the  necessity  of 
protection of  personal  data, per Art.  8, the preceding Art.  7 mandates respect  for  “private life”,  a wider  
concept. Similarly, the European Convention on Human Rights, per Art. 8, provides a right for respect for a  
man's “private and family life, his home and his correspondence” - far broader than data protection alone13.

Thus, alongside data protection law, we have, in the UK, seen the rise of an actionable right of privacy – the  
right grows, arguably somewhat unconvincingly, out of the law of confidence, but with a strong emphasis on 
Art. 8 of the Human Rights Act 1998, which gives legal force to the European Convention on Human Rights.

Separate  from the  tort  of  defamation,  which  protects  one's  reputation,  the  tort  of  privacy  “prevent[s]  a 
violation of a citizen's autonomy, dignity and self-esteem”14; whilst the torts are separate, they share certain 
commonalities, in particular the conflict of the rights of the individual under Art. 8 with the rights granted 
under Art. 10 – those of freedom of the press. As case law – both European and UK – develops, the right of  
privacy is being fleshed out gradually, exploring the boundaries of what the judiciary considers reflect the  
intent  of  the  drafters  of  the Human Rights  Act,  and  the  European Convention.  Notably,  we have seen 
developments  as  to  the  burdens  which  the  press  must  satisfy  to  overcome  a  subject's  reasonable 
expectation of privacy15, as well as the extent to which one can expect privacy in a public place16.

In addition to obligations around the processing of personal data, and the right to a private life, particular 
regulation around the right of privacy in communications/correspondence has been adopted by virtue of 
directive 2002/58/EC, which includes mandates on appropriate security requirements, and confidentiality of 
communications, on providers of electronic communications services, along with a number of other privacy-
related rights and obligations. However, discussion of the impact of the ePrivacy directive, and, in particular,  
the conflicts between the right to privacy, and the necessity of ensuring national security (brought into sharp 
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focus with the UK government's Interception Modernisation Programme, and the difficulties associated with  
interpreting the UK's interception legislation, the Regulation of Investigatory Powers Act 2000), will need to  
wait for another time.

What is clear, however, is that privacy law remains in its infancy. The current legislation, tackling particular  
ills,  is  crude in  nature,  and is  in need of  rapid  modernisation,  recognising that  the word of  information 
sharing, and the living of private lives in a public sphere, is rapidly changing.

For  example,  data  protection  legislation,  as  it  stands  today,  predicates  a  clear,  linear  relationship  of 
controller/processor/subject, which is no longer appropriate in modern online environments17. For regulation 
to ensure protection, it will need to address the need for the assumption of different levels and types of  
responsibility  by  different  parts  of  the  value  chain  for  online  services,  imposing  obligations  at  access 
provision, hardware / terminal provision, service provision and user levels.

Whilst Warren and Brandeis may have been right about the challenging nature of technology, and its impact 
on privacy, it  is unlikely that anyone could have predicted the rise of the Internet, and the considerable 
opportunities and challenges which arise with in. Perhaps, indeed, the whole notion of privacy will gradually 
disappear, as more and more people play out their lives in tweets, status updates and shared photographs – 
or, indeed, represented in the photographs of others.

If privacy within Europe is focussed on the protection of dignity, then, perhaps, if society becomes more  
adept at treating information contextually, attributing weight to it based on all number of social and temporal  
factors, the need for a complex protective regime will be diminished. As one congressional candidate in the  
US remarked18, upon the publication of inherently personal photographs of herself and an ex-boyfriend:

"[The publication of private photographs online] is going to become increasingly common as my  
generation steps up and runs for office more frequently. I suspect that more people will get  
used to that and they already are..." 

17 For example, the situation in which a user of a service is themselves the data controller of the information which they are uploading  
(for example, contact details of friends), and the complex interworking of application-level software, the operation of infrastructure on  
which the application-level software is operated, and the electronic carriage of the data comprising the service.
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