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Introduction

Directive 2000/31/EC provides a limitation of liability for certain 
online service providers. This essay considers whether the 
defences it provides balance the interests of all affected parties. 

The interests of providers and rightsholders,  it is argued, are 
much the same — to maximise profit — but the means of 
achieving this are substantially different. However, the interests 
of a third group — the public — must also be considered. This 
group has an interest in securing the freedom of expression, 
enabling the development of new services,  and preventing the 
disproportionate removal of content, or curtailment of access.

The current regime, it is shown, does not achieve the necessary 
balance. The main arguments are that (a) it does not fully protect 
intermediaries from liability for the actions of their users,  by 
providing for liability where a provider fails to act when in the 
possession of knowledge, (b) it is insufficiently clear as to who is 
a protected intermediary, by virtue of three limited and specific 
defences and creeping case law as to “authorisation”, and (c) it 
encourages intermediaries to remove content, instead of 
promoting balanced appraisals.  Together, these problems have a 
detrimental effect on freedom of expression, and on innovation by 
intermediaries.

It is recognised, however, that rightsholders and defamed parties 
need proportionate recourse and,  with the transition from central 
hosted services to distributed P2P environments, enforcing rights 
is increasingly difficult.

The essay ends by proposing an alternative mechanism, with 
intermediaries held harmless from liability, and independent 
remote tribunals scrutinising complaints with the power to issue 
injunctive-style relief.



An overview of the defences

Section four of directive 2000/31/EC sets out the liability of 
intermediary service providers. It provides for three limitations of 
liability, in respect of transmission of information,1 caching2 and 
provision of hosting services.3 In addition, it restricts Member 
States from imposing a “general obligation” to monitor4 although 
does permit Member States to legislate for powers to require a 
service provider to terminate or prevent an infringement.5

The rationale for the defences is that, by harmonising the liability 
of service providers, barriers to cross-border trade and online 
services provision should be broken down, and providers enabled 
to compete on an equal footing.6

The defences do not provide a blanket exclusion of liability; if a 
service provider does not qualify for one of the defences, it 
remains potentially liable under the substantive law in question 
— for example, for trade mark infringement or defamation.

The defences only apply to intermediaries — those who operate 
in a merely technical,  automatic and passive nature.7 A service 
provider which collaborates with service recipients to undertake 
illegal acts cannot benefit from the defences,8 and caching and 
hosting providers are required to act expeditiously to remove 
infringing content upon becoming aware of it.9

1 Article 12

2 Article 13

3 Article 14

4 Article 15

5 Articles 12(3), 13(2) and 14(3)

6 Recital 40

7 Recital 42

8 Recital 44

9 Articles 13(1)(d) and 14(1)(b)



The parties involved and their interests

Three main groups of parties are involved in information society 
services, although the question appears to indicate only two — 
information society service providers and parties “who may be 
adversely affected.” It is argued here that there is a third group, 
which is often overlooked, and yet is of critical importance — the 
public.

This section considers each of the groups in turn, identifying their 
interests.

Providers / intermediaries

The defences under the directive apply to providers of particular 
types of information society service.10  The interests of providers 
are not unlike those of any other commercial entity — to make the 
most money, with the least cost. 

Service providers need a stable, certain and sufficiently protective 
legal regime, to encourage innovation — compliance with law 
and regulation is a cost to business, and certainty is required to 
maximise the possibility that investment in the development of a 
new service will result in financial reward. As such, it is in the 
interests of providers to avoid a constantly changing legal 
environment, or a regime which offers protection for a very 
limited range of services — an expansive protective regime, 
covering not just those information society services which were 
foreseeable at the point of drafting, but those which might be 
developed in the future is in the interests of providers.

Given the global nature of online services,  competition is not 
solely within one jurisdiction — if providers are to compete on a 
world-wide market place, providers need to be capable of 
providing services which are as compelling as those provided 
from other jurisdictions; it is not in a provider's interests to be 
operating in a jurisdiction with laws more stringent and 
restrictive than in other markets.

10 Defined by directive 1998/34/EC, as amended by directive 1998/48/EC



Parties adversely affected

Rightsholders

Rightsholders generally share the same core interest as providers 
— to make the most money, with the minimum cost. In the case of 
copyright holders, this means ensuring that those who would pay 
for content, do pay for content. 

However, whilst it would appear to be in rightsholders’ interests 
to restrict availability of mechanisms for obtaining rightsholder 
content without payment, the reality is more complicated — it is 
unlikely that a total ban on online sharing would be desirable. In 
particular, not all those who obtain content without payment are 
a lost sales opportunity — some may have already bought the 
content and are looking to acquire a copy in an alternative 
format,11 whilst others might be looking to test before purchase.

Without third party services, it is unlikely that rightsholders 
would be as successful as they are today — the copyright 
industry has tended to rail against technologies which they 
perceive as detrimental which, in fact, turn into lucrative revenue 
streams.12  Although the BPI states that digital content provides 
“great opportunities for the music business to innovate,”13  it is 
not the “music business” which has been innovating, but rather 
the likes of Apple, with iTunes, and YouTube. Thus, perhaps 
counterintuitively, it is in the interests of rightsholders that 
service providers are able to innovate and create new services. 

Online services are also a double-edged sword for trade mark 
owners — eCommerce affords lower costs and a greater 
addressable market, but the ease of distribution applies as much 
to counterfeit items as the genuine product. The risk is perhaps 
greatest to luxury brands, where copies undermine not just 
individual sales, but the exclusivity which comes with ownership 
of such a product.

11 For example, an owner of a book downloading an electronic copy

12 See, generally, Adrian Johns’ “Piracy” (2009)

13 http://www.bpi.co.uk/category/digital-music.aspx as at 27th January 2012



It is in the interests of rightsholders to remove infringing 
products, or curtail access to infringing material, cheaply, quickly 
and conveniently — injuncting every infringer would, given the 
current judicial mechanisms available,  be impossible. Likewise, it 
is important to be able to prevent future infringements — 
continuous monitoring of a third party site to check for 
infringements is a substantial obligation, and it would be in the 
general interest of rightsholders to require that, once notified, an 
intermediary should terminate an infringement, and ensure that it 
is not repeated.

Defamed parties / privacy infringement

The interests of defamed parties are relatively straightforward — 
where an online publication defames an individual, the victim 
should have a cheap, quick and convenient mechanism for 
removing that information. A complainant suffering from an 
infringement of privacy shares the same interests — whilst 
celebrities may have access to legal counsel, individuals may not 
be able to afford such support, and so any mechanism should be 
sufficiently understandable and easy to initiate.

The public

The common interest of the public — the wider Internet-using 
community — is freedom of expression, the ability to impart and 
receive information. Restrictions on sharing, in particular,  are 
likely to harm this freedom.

The Convention for the Protection of Human Rights and 
Fundamental Freedoms recognises respect for private life, 
protection of property, and freedom of expression. None of these 
rights are absolute and any interference with rights must 
proportionate. Thus, whilst providers and rightsholders might co-
operate to remove material,  the interests of the public must not be 
set aside without careful consideration — for example, one 
party’s allegedly defamatory statement may be another’s fair 
comment.

Wider public interests also need protection. For example, 
competition between online services should be encouraged; if 



there are insufficient protections against abusive behaviours by 
competitors, this may be jeopardised. In their analysis of 
takedown requests under the US regime,14  Urban and Quilter 
discovered that 57% of notices “were sent by businesses targeting 
apparent competitors.” Whilst all may have been legitimate, the 
high number makes it likely that at least some were undeserving, 
aimed at restricting a competitor’s activities.  Appropriate 
safeguards against possible abuse would clearly be in the public 
interest.

Conversely, there is public benefit in ensuring that certain types 
of content are not easily available — few would wish to stumble 
across indecent images of children, for example,  whilst others 
might wish to restrict their children’s access to sites which 
providers can certify are safe for children. As such, whilst it is 
vital to protect against the inappropriate removal of content, 
enabling transparent filtering and editorial control is also 
desirable.

14 “Efficient Process or ‘Chilling Effects’?” (2006), Urban and Quilter



How effectively do the defences balance those interests?

This section examines the interests of providers,  rightsholders / 
defamed individuals, and the public, discussing the most 
pressing problems arising from the current regime. It does not 
attempt to highlight all the problems with the regime, but merely 
those which, in the view of the author,  contribute the most 
towards imbalance.

It is argued that the regime fails to balance the interests at stake, 
most notably in the protection of the interests of providers and 
the public.

Provider interests:

The scope of the defences under the directive is too narrow; it is 
uncertain whether the providers of new classes of service are protected 
under the directive’s regime, and, without certainty, innovation is 
stifled.

As outlined above, the defences under the directive apply to 
providers of information society services falling within three 
categories; transmission providers, cache operators, and hosting 
providers.  However, they represent a small subset of those 
services available today — for example, it is not clear whether 
search or link-shortening services are protected.15

Whilst some providers might be willing to take the risk, and 
argue that what they do is protected — eBay argued successfully 
that its auction platform was within the scope of Article 14,16  as 
did Google with AdWords17  — providers with fewer funds (and 
lawyers) may not be in such a position. Whilst it is difficult to 

15  Disparate responses were received to the DTI’s 2006 eCommerce directive 
consultation regarding protection for hyperlink providers and location services — 
generally, rightsholders disliked the extension of protections, whilst providers were in 

favour

16 L’Oreal v. eBay (2009) C-324/09

17 Google France v. Louis Vuitton SA (2008) C-236/08 to C-238/08



predict what might have been,18 it is unlikely that restricting the 
defences to those providers whose activities were foreseeable at 
the time the directive was drafted was the best mechanism for 
encouraging innovation.

Indeed, there is no good reason why intermediary services in 
general, rather than just those specified in the directive, should 
not be immune from liability. This approach would not protect 
providers intimately involved with infringing content from 
liability under the substantive law in question, since such 
providers could not be considered “intermediaries”; the risk of 
harm to other interests would seem to be low, whilst the 
possibilities for creativity and innovation would be high.

The risk of loss of protection if a provider fails to act once in possession 
of knowledge discourages moderation and other protective services.

Article 14 requires a provider to act “expeditiously” to remove 
infringing content, once it has knowledge. As such, providers are 
incentivised not to examine the content they host, since such 
interaction could lead to liability — even as little as checking the 
spelling and grammar of user submissions,19 although providing 
general information and receiving payment are not in themselves 
a problem,20 except perhaps in the Czech Republic.21

Whilst it is important that only intermediaries are afforded 
protection, it is not always beneficial for providers to take no 
interest in the content which they carry or host.  In particular, a 
provider may offer a valuable service to society by preventing 
access to indecent images of children,22  filtering to provide a 

18 However, looking at creativity in jurisdictions with greater protection is useful — 
Google has stated that it would not have been able to have started in Britain: http://
www.guardian.co.uk/media/2011/mar/14/cameron-copyright-review-google-model-

small-outfits-wary

19 Kaschke v. Gray and Hilton [2010] EWHC 690, at paragraph 86

20 Google France v. Louis Vuitton SA, at paragraph 116

21 Prolux (10 Cm 47/2009-39)

22 For example, the Internet Watch Foundation’s block list



“child-friendly” Internet connection,23  or filtering messages 
posted to a chatroom designed for use by children although, since 
each of these amounts to a form of censorship, care would need to 
be taken in terms of transparency.

Because providers are exposed to the risk of liability once aware 
of problematic content, these potentially desirable services are 
likely limited. Whilst some providers have taken on the risk of 
the provision of such services voluntarily, removing the risk, and 
stimulating the development of such services, is in the public 
interest.

It is argued below, under the section on public interests, that an 
intermediary should be immune from liability for the actions of 
its users. If this approach were followed, the question of a 
provider’s knowledge would fall away — two birds could be 
killed with the one stone.

The definition of “intermediary” is unclear, with a detrimental effect on 
innovation.

Whilst the directive purports to protect providers of information 
society services, there appears to be a trend towards excluding 
services from protection without a clear statutory grounding for 
doing so. This restricts investment and innovation, since a 
company is unlikely to develop new technology if there is a 
uncertainty that it could be liable for doing so.

In the late 1980s, the House of Lords held that the manufacturer 
of a tape-to-tape copying device was not liable under copyright  
laws since it  

“[did] not procure infringement by offering for sale a 
machine which may be used for lawful or unlawful 
copying and they do not procure infringement by 
advertising the attractions of their machine to any 
purchaser who may decide to copy unlawfully. “24

23 For example, under the “UK code of practice for the self-regulation of new forms of content 
on mobiles” (2009)

24 CBS Songs Ltd. v. Amstrad [1988] UKHL 15



Four years earlier,  the United States Supreme Court had reached a 
similar conclusion in respect of video equipment.25

Recently,  however, a number of cases26  have found technology 
companies liable for their products, even though, in each case, 
they were capable of non-infringing uses.27 Whilst it is accepted 
that the defences apply only to intermediaries, there is no clear 
statutory guidance as to when a provider might be so closely 
involved with the content uploaded by third parties that it is no 
longer considered an intermediary.

For example, Newzbin held that “the structure of Newzbin, the 
categorisation of content and the encouragement given to editors 
to report films”28  was sufficient to impute knowledge that the 
activities of the site’s users in general were infringing copyright. 
In Grokster, the US Supreme Court found that the software 
provider’s “intent to promote infringement” should not be 
ignored,  and that its “unlawful objective [was] unmissable.” 
Similarly whilst, in 2010, it was held that a site linking to, but not 
hosting, copies of copyright works was shielded from liability 
under the eCommerce directive,29 in 2012 a court ruled that the 
operator of a similar site could be extradited to the US for trial for 
copyright infringement.30 In Spain, the Supreme Court held31 that 
an ISP was liable for information it hosted, on the grounds that 
the domain name which directed traffic to the ISP’s servers — 
putasgae.org — was defamatory in itself, and thus sufficient to 
deem the provider aware of the content of the site.

25 Sony Corp. of America v. Universal 464 U.S. 417 (1984)

26 Twentieth Century Fox v. Newzbin [2010] EWHC 608, MGM Studios v. Grokster 545 U.S. 
913 (2005), Universal Music Australia v. Sharman License Holdings [2005] FCA 1242

27 In Newzbin, the court decided that, on the evidence before it, the actual non-infringing 
use was relatively small, at 0.3% (paragraph 46)

28 Newzbin, at paragraph 78

29 The “TVLinks” case, decided by Ticehurst J (unreported, but a summary available at: 
http://torrentfreak.com/tv-links-triumphs-with-landmark-e-commerce-directive-
ruling-100212/)

30 The “TVShack” case, decided by Purdy J (unreported, but a summary available at: 
http://www.wired.co.uk/news/archive/2012-01/16/tvshack-guy-can-be-extradited)

31 SGAE v. la Asociación de Internautas (2009), Spanish Supreme Court



Thus, whilst the public policy objective of limiting the scope of 
protection of the directive is  understandable, there is insufficient 
clarity as to what would take a party outside the scope of the 
protection. Why, for example, should MegaUpload32  be removed, 
but RapidShare and Dropbox remain online? Are the business 
models sufficiently different?

Not only is a company likely to think twice before developing a 
sharing service — although sharing is, in itself,  entirely 
unproblematic, with copyright infringement being a subset of 
overall sharing activity — but all content legitimately hosted on 
MegaUpload is now unavailable, with any links pointing to that 
material now broken; the harm to those using the site for the 
distribution of legitimate content is considerable, as is the overall 
impact on freedom of expression.

There is clear value in permitting the development of new 
services, including those which enable the sharing of information,  
and also in preventing providers complicit in unlawful activity 
from claiming protection — the dividing line however, must be 
made brighter.

Rightsholder interests:

The volume of content online makes it difficult for rightsholders to 
ensure that all infringing content is removed — whilst a provider may 
act on notice, finding infringements and sending notices is a major task. 
One mechanism for resolving this would be to facilitate agreements 
between rightsholders and providers, to co-operate to remove infringing 
content. Removing the shield from liability from providers with 
knowledge of infringing or unlawful material is counterproductive, 
since it decreases the likelihood of providers agreeing to monitor their 
own sites.

Article 14 requires that a provider must act expeditiously to 
remove content once it is aware of the content’s infringing or 
unlawful nature. Europe’s quasi notice and takedown regime is 
centred on this approach, with the “notice” from the complainant 
giving the provider in question actual knowledge, thereby 

32 http://megaupload.com/ as at 29th January 2012



triggering its action. However, even with hosting sites responding 
to notices and removing content,33 the volume of online activity is 
so great that it is unrealistic, even impossible, for a rightsholder 
to monitor for infringement across more than a few locations or 
services. Likewise, even where a provider acts to remove content 
quickly, the same content may be uploaded again by another user 
just as fast.

In the case of hosted services,  rightholders generally do not have 
the same level of access to the platform as the service provider 
and, as such, are in an inferior position to spot infringements and 
take action. Likewise, acting alone, providers are unlikely to be 
able to tell what is and is not infringing with any degree of 
accuracy — the presence of a sound recording in a video hosted 
by a provider may, for example, be permitted under news 
reporting exceptions to copyright.

As with filtering services, whilst it might be in the interests of 
rightsholders to enter into commercial relationships with 
providers,  so that rightsholder and provider work together to 
curtail infringements, the risk of liability where a provider has 
knowledge of infringement may prevent providers from entering 
into such agreements,  whereas removing this risk might 
encourage arrangements of this kind. As discussed above, 
however, there would need to be adequate safeguards for the 
privacy of site users and the public interest of freedom of 
expression.

The transition from centrally-hosted services to distributed systems 
removes the impact of notices sent to trigger knowledge under Article 
14, putting greater emphasis on injunctions and access providers.

Whilst the position concerning hosted content might be 
challenging given the volume of material online, the presence of a 
central hosting provider does,  at least, give a target for 
rightsholders. The rise in distributed sharing — for example, 
using the gnutella protocol — increases the difficulty in stopping 
infringement since, as the files are hosted on a user’s machine, 
and neither peer acquisition or content searches are directed to a 

33 “The Impact Of Incentives On Notice and Takedown” (2008) Moore and Clayton



central server, the only effective way of preventing sharing is to 
have the content removed from the user’s machine, or else stop 
the user from being able to send or receive the material.

Rightsholders have succeeded in obtaining injunctions against 
transmission providers to curtail access to sites — for example, 
Pirate Bay34  and Newzbin2.35  However, whilst injuncting 
intermediaries is still easier than injuncting end users, obtaining 
injunctions against each transmission provider is still costly; even 
if intermediaries were listed as co-defendants, different 
intermediaries may have different arguments as to 
proportionately, for example,  with smaller access providers likely 
to claim that they suffer particular harm from such injunctions 
imposing technical obligations.36

There might be an alternative approach for rightsholders 
following the injunction ordered in AMP v. Persons Unknown37. In 
this case, the court awarded a blanket injunction against “persons 
unknown being those people in possession or control of any part 
or parts of the files listed in [the schedule] to the order who are 
served with this order,” prohibiting them from seeding or 
otherwise transmitting the content in question.38  Thus, without 
needing to name each user, or even injunct every access provider, 
the claimant had the power to serve a legal order preventing the 
distribution of the content in question.

This approach is no panacea, though. Firstly, an injunction of this 
form still requires a rightsholder to identify individuals, and 
secure sufficient information from the access provider, to serve 
the legally-binding order.

34  For example, the Dutch decision of STEIN v. Ziggo and XS4ALL (2012) BV0549 
374634 / HA ZA 10-3184

35 Twentieth Century Fox v. BT [2011] EWHC 2714

36 For example, in drafting the Initial Obligations Code under the Digital Economy Act 
2010, the need for proportionality led Ofcom to conclude that Code should not apply to 
mobile providers or fixed providers with fewer than 400,000 subscribers. (Ofcom, 

“Consultation on draft Initial Obligations Code” May 2010)

37 AMP v. Persons Unknown [2011] EWHC 3454

38 AMP, at paragraph 50



Secondly, in the AMP case, the material in question was a limited 
selection of files,  with a clear public policy interest in the 
protection of privacy; a rightsholder experiencing the distribution 
of a substantial portion of its repertoire might have a harder time 
persuading a court to grant a wide-reaching order, or proving 
that each distribution was an infringement of copyright. From a 
public interest point of view, a blanket approach, not considering 
the possibility of exceptions or defences in each case, is likely to 
be disproportionate.

Defamed individual interests:

The ease of global distribution of content — including defamatory and 
privacy infringing content — makes the removal of material once 
published very difficult.

As was demonstrated by the Clayton study, securing the removal 
of information hosted by providers within Europe is relatively 
straightforward; a simple letter sufficed. As such, individuals 
defamed by comments hosted by an intermediary within Europe 
would seem to be reasonably well protected.

As discussed above, the removal of information from 
decentralised P2P environments is more difficult, although a 
novel approach was followed in AMP; it remains,  however, to see 
how successful this is. In particular, whilst the injunction in the 
UK requires that the name of the claimant and the files in 
question be kept confidential by those in receipt of the order, the 
claimant’s lawyers provided this information to Google for 
removal of the listing from its US search engine, following the 
procedure under US copyright law — the information ordered to 
be kept confidential is available, attached to the court ruling in 
question.

This effect replicates the situation with Twitter and “super 
injunctions” in the United Kingdom39, where injuncted 
information was published by the US-operated Twitter. Although 
a complaint might remove information hosted by European 

39  For example “Super-injunctions: Twitter list wrecks gagging orders”: http://
www.telegraph.co.uk/technology/twitter/8503395/Super-injunctions-Twitter-list-
wrecks-gagging-orders.html



providers,  information hosted in other countries is more difficult 
to suppress — in particular, countries with stronger protections 
for freedom of speech.

Public interests:

Article 14 encourages providers to remove content expeditiously, 
offering no protection for freedom of expression, or recognition of the 
public’s interests.

By imposing liability on providers which fail to remove content 
after gaining knowledge, Article 14 encourages providers to 
remove content as quickly as possible. Presented with the stark 
choice of removing content and retaining protection, or retaining 
content and potentially being held liable for it,  it is unsurprising 
that,  when faced with a complaint, a provider is almost certain to 
remove the content.40

Whilst there are situations in which removal is the appropriate 
outcome, there is a considerable risk that content is removed 
without a legitimate basis, or else disproportionately; making a 
service provider responsible for choosing whether content should 
remain online is a flawed mechanism for ensuring a balance of 
rights. 

A service provider exists to sell technical services. As such, even 
if it were encouraged to determine whether a complaint were 
valid and to act accordingly, a provider is unlikely to have all the 
necessary information to reach a just conclusion. More 
importantly, even if a provider had all possible information 
available to it, it would not be appropriately placed to make the 
decision — deciding whether a statement is defamatory, or the 
distribution of a work an infringement of copyright, is the remit 
of a court. Indeed, requiring a technical commercial organisation 
to balance fundamental rights and consider complex and  
conflicting legal arguments would likely be as successful as 
asking a bench of judges to build and operate a web hosting 
environment.

40 Moore and Clayton (2008), above



Redressing the balance is no easy task; there is a fundamental 
conflict between the idea of removing content quickly, to avoid 
damage to property or reputation, and ensuring that a complaint 
is subject to sufficient scrutiny before any removal is actioned, to 
avoid curtailing legitimate activity. 

The starting point should be to prevent an intermediary from 
being liable for the content of its users; the risk to freedom of 
expression is greatly reduced, since providers are not encouraged 
to remove content for fear of being held liable for it. This 
approach is not as radical as it may seem; in the United States, 
under the Communications Decency Act, a provider may not be 
treated as a publisher of any information provided by another 
provider.41 Similarly, in Singapore, a service provider may not be 
subject to liability for third party material to which it merely 
provides access.42 This approach has also been supported by the 
UN special rapporteur on freedom of expression.43

The second requirement is a mechanism for reviewing 
complaints, both to ensure that they are justified, and to ensure 
that,  where valid and proportionate, they are granted; this 
mechanism is discussed below.

There is no independent decision as to whether content should be 
removed — a decision to remove content is taken by a provider with a 
commercial interest in avoiding liability on the basis of a complaint 
from a rightsholder. The lack of scrutiny is harmful to the public’s 
interests, and the freedom of expression. 

As argued above,  a system based on prompting a provider to take 
action based on fear of liability is inappropriate. Rather than an 
independent and unbiased appraisal of a complaint, most 
providers,  being commercial entities, are likely to simply remove 
content immediately, to avoid the possibility of liability. This 
approach does not lead to a balanced consideration of the issues 
at stake; Urban and Quilter ’s research into takedown notices sent 

41 s230, Communications Decency Act

42 s26, Electronic Transactions Act 2010

43 “Joint Declaration on Freedom of Expression and the Internet” (2011) (available at http://
www.cidh.oas.org/relatoria/showarticle.asp?artID=849&lID=1)



to Google in the US revealed that 30% of notices “demanded 
takedown for claims that presented an obvious question for a 
court.”44  An approach based on judicial, or at least independent, 
scrutiny, with tribunals acting quickly and at reasonable cost — 
for example,  by dealing with complaints by correspondence, akin 
to online dispute resolution mechanisms — would ensure a more 
appropriate balance of interests.

In determining whether content should be removed, such a 
tribunal should consider whether the complainant had a real 
prospect of success in litigating the underlying complaint, and 
undertake a balancing act as to which cause of action would cause 
the least damage to the parties; in effect, principles similar to 
those for seeking injunctions in England and Wales. The duty to 
balance all interests would be of critical importance since, given 
the likely difficulties in contacting the respondent and securing a 
defence in sufficient time to satisfy the interests of potentially 
injured claimants, the tribunal would need to hear cases ex parte.

The decision of the tribunal might include standard form notices 
as to why the content in question has been removed — whilst this 
would likely have little impact on those intending to infringe, or 
who did not care whether they infringed, instances of “innocent” 
infringement or defamation may be reduced.

Where a content provider, whose content has been taken offline,  
felt that the ex parte order was incorrect, the tribunal would 
double as a layperson-friendly appellate procedure. Such an 
approach would enable a respondent to present his case without 
fear of a substantial award of costs against him, in an 
environment which understood unrepresented and likely nervous 
parties.

An approach incorporating judicial scrutiny would be unlikely to 
have material effect on clear-cut cases of defamation or 
infringement, provided that they could be heard sufficiently 
quickly, but should minimise abusive or improper removal 
requests. By making the balancing act a central part of removing 

44 Urban and Quilter (2006), above



content, the presumption that content will be removed would be 
redressed, reinstating recognition of public interest rights.



Conclusion and proposals for reform

The current situation does not balance the interests of the three 
main groups appropriately.  Whilst it is predominantly 
rightsholders who are most vociferous about the nature of the 
problems, their interests are reasonably well protected; overall, it 
is the public interest which suffers most from the current regime, 
with liability of intermediaries hindering the development of new 
services, and a lack of independent scrutiny encouraging the 
removal of content on receipt of a complaint.

The European Commission has recently consulted on the 
directive,45  and, based on the analysis above, the Commission 
should consider the following reforms.

The most important overall change would be the removal of all 
liability from intermediaries; articles 12 to 14 of the directive 
could be merged to provide complete protection for any party 
acting as an online intermediary. The revised article should 
clarify the dividing line between who is,  and is not, an 
intermediary. As a result of these two measures, companies and 
individuals will be encouraged to innovate, without damaging 
public interest and freedom of expression by requiring providers 
to take decisions as to removal of content.

In conjunction with this, there must be an effective mechanism to 
curtail wrongs, and to prevent future wrongs. Whilst it is 
inappropriate to impose liability on service providers, it must still 
be possible for those who have been wronged to obtain a just 
outcome.

The recommendation to achieve this is the establishment of 
tribunals, which will conduct, at the request of a complainant, an 
independent,  albeit ex parte,  review of a complaint, balancing all 
the interests, including those of unrepresented parties. Such an 
approach would minimise inappropriate complaints, whilst 
enabling independent appraisal and consideration of the “other 
side” to a complaint. Such bodies would, of course, require some 
form of funding.

45 http://ec.europa.eu/internal_market/consultations/2010/e-commerce_en.htm



The regime should continue to permit injunctions, as these are an 
important tool for the protection of fundamental rights.  However, 
courts should be reminded of the need to ensure that any 
injunction is effective, proportionate, dissuasive and does not 
create barriers to legitimate trade;46  takes into account all 
interests; and is technically achievable.47

46 Per the CJEU’s ruling in case C-324/09 (L’Oreal v. eBay), at paragraph 144

47 For example, the Belgian court’s appraisal of the requested order in the Sabam case 
placed considerable weight on the technical possibility of achieving the filtering 
requested
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